¢® link mobility

Data Processing Agreement
for LINK's provision of Messaging Services

1. Introduction

This Data Processing Agreement (“DPA”) is entered into
by LINK and the Customer, and constitutes an integral part
of Service Agreement between the parties (“Agreement” or
“DPA”), together with the following documents/
appendices: Scope of the processing , Security of the
processing and/or Standard contractual clauses (“SCC"),
accessible hereby or online at
https://www.linkmobility.com/legal/terms-and-
conditions

When concerning any data processing under this DPA by
LINK, any references to the GDPR in the DPA should be
understood as references to the applicable law in North
Macedonia.

When the data exporter is based in Switzerland, the
references to the GDPR in the SCC should be understood
as references to the Federal Act on Data Protection of 19
June 1992 and its revised version of 25 September 2020
(FADP) insofar as the data transfers are subject to the
FADP.

When the data exporter is based in Switzerland, the SCC
clauses also protect the data of legal entities until the
entry into force of the revised FADP.

"Data Protection Legislation" shall mean the EU General
Data Protection Regulation 2016/679 ("GDPR") and the EU
Directive on privacy and electronic communications
(ePrivacy Directive), and national provisions on protection
of privacy in the country in which the Controller or
Processor is established, as amended, replaced or
superseded from time to time, including laws
implementing or supplementing the GDPR and ePrivacy
Directive.

Terms defined in the GDPR article 4 shall be understood in
accordance with the GDPR definition.

2. Scope and commitment

The Parties agree and acknowledge that, in LINK's
performance of services under the Agreement, processing
or personal data on customer's behalf will take place.
Customer therefore appoints LINK as data processor. The
terms and conditions of data processing are set forth in
this DPA. LINK guarantees that it will implement
appropriate technical and organizational measures in
such a manner that LINK's processing will meet the
requirements of the Data Protection Legislation and
ensure the protection of the rights of the Data Subject.
This DPA covers processing of personal data when LINK
processes on the Customer’s behalf as processor (GDPR
Article 28.3) or, if the Customer is itself a processor, as a
sub-processor (GDPR Article 28.4).

[oroBop 3a o6paboTka Ha noaaToum
3a 06e36enyBaHbe Ha YCyrn 3a Nopakn og,
cTtpaHa Ha JIMHK

1. BoBep

OBoj [oroBop 3a o6pa6oTka Ha nogaTtoum (, 4OM “) e
cknydeH of, JIMHK n KnueHToT u npeTcTaByBa cocTaBeH
aen op [loroBopoT 3a ycnyru nomery cTpaHute (,
Horoop “ wnm ,OO0M), 3aegHo coO cnegHwTe
LOKYMeHTW/npuno3u: Oncer Ha o6paboTka, besbegHocT
Ha o6pa6oTkaTta, CTaHZapAHW [OrOBOPHM Knay3synu
(,CAK")

UCTO Taka pocTaneH Tamy WM  OHNajH Ha
https://www.linkmobility.com/legal/terms-and-
conditions

Kora ce pa6oTu 3a kakBa 6110 o6paboTka Ha nogaToLm
cnopeg oBoj OOM npeky JIMHK, cute pedepeHum Ha
GDPR Bo [10l1 Tpe6a fa ce cdaTaT Kako ynatyBara Ha
Ba)euyknoT 3akoH Bo CeBepHa MakefoHuja.

Kora u3BO3HMKOT Ha mMojatouuM e CcOo ceguwTe BO
Leajuapwija, pedepeHumnte Ha GDPR Bo CK Tpeba fa ce
charat kako pedepeHunm Ha OdepepanHMOT akT 3a
3awTuTa Ha nogatouute of 19 jyHu 1992 roguHa wm
HeroBaTa peBuaupaHa Bep3uja of 25 centemepu 2020
roavHa (FADP) pokonky TpaHchepuTe Ha nogatouu ce
npegmMeT Ha FADP.

Kora u3BO3HMKOT Ha MojatouuM € CcOo ceguwTe BO
LBajuapwuja, knaysynute Ha COK M wTtutat u
nogartouuTe Ha NpaBHUTE NnLa 10 B/IEryBaHkEeTO BO CUa
Ha peBuaupaHunot FADP.

, 3aKOHOAABCTBO 3a 3alWTuta Ha nojaTtouu ja
nogpas6upa OnwTaTa perynatusa Ha EY 3a 3awwtuta Ha
nopatoumte 2016/679 (, GDPR “) u dnpekTnBata Ha EY
3a MpUBaTHOCT W  eNIeKTPOHCKU  KOMyHuKauun  (
[vpekTuBa 3a e-NPUBATHOCT ) M HaLUMOHaHM ogpeabu 3a
3alTMTa Ha npuMBaTHOCTa BO 3emjaTa BO Koja
KOHTposiopoT unnm 06paboTyBayoT Ce BOCMOCTaBYBa,
KaKo LUTO € UBMEHET, 3aMEHET WU/IM 3aMEHET OJ1 BpEME Ha
BpeMe, BKJIy4yBajKW M WU  3aKOHUTE KOU U
UMMJEMEHTMPaAaT WM JononHyeBaaTt [lupekTuBaTta 3a
GDPR n e-Privacy .

TepmMuHuTe peduvHupaHm Bo uneH 4 Ha GDPR ke ce
pasbupaaT BO cornacHocT co geduHuumjata 3a GDPR.

2. Oncer n nocBeTeHoCT

CTpaHuTe ce cornacyBaaT W npu3HaBaaT feka npu
nsBplyBaweto Ha ycnyrute Ha JIMHK cnopep
[loroBopoT, Ke ce BpLUM 06paboTKa Uu NMMYHK nogaToum
BO MMe Ha KJIMEHTOT. 3aT0a, KIMEHTOT ro HasHavysa LINK
Kako o06paboTyBay Ha nogatouu. Ycnoeute 3a
06paboTka Ha nogaTouuTe ce HaBefeHwn Bo oBoj Or.
JIMHK rapaHTMpa pgeka Ke crnpoBefe COOABETHMU
TEXHUYKUN U OpraHnsaunCKn Mepku Ha TakoB Ha4uH WTO
o6paboTkata Ha JIMHK ke rm ucnonHu 6aparbata Ha
3aKOHOaBCTBOTO 3a 3alTuTa Ha nojatouute U Ke
o6e3beAn 3awWwTUTa Ha npaBaTa Ha Cy6jeKTOT Ha
nogarouure.
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For the purpose of this DPA, Customer shall hold the
obligations of Controller, and is fully responsible towards
a controller on whose behalf it processes Personal Data
by use of LINK'’s services. Reference to the “Controller”
herein will therefore in all cases be a refer to the Customer.
Subject to the Customer being based in Third Country
located outside the European Union (EU) or the European
Economic Area (EEA) and without an adequacy decision
by the European Commission, the SCC, Module four shall
apply to the processing activities requiring personal data
transfers from LINK as processor to the Customer.

LINK as processor, its Sub-processors, and other persons
acting under the authority of LINK who have access to the
Personal Data shall process the Personal Data only on
behalf of the Controller and in compliance with the
Agreement and the Controller's documented instructions,
and in accordance with the DPA, unless otherwise
stipulated in the Data Protection Legislation.

LINK shall inform the Controller if, in LINK's opinion, an
instruction infringes the Data Protection Legislation.
LINK's processing of personal data as controller is
available in the privacy section of
https://linkmobility.com/privacy/ .

3. Obligations of the controller

The Controller warrants that the Personal Data is
processed lawfully, for specified, explicit and legitimate
purposes. The Controller will not instruct LINK to process
more Personal Data than required for fulfilling such
purposes.

The Controller is responsible for ensuring that a valid legal
basis for processing as defined in the Data Protection
Legislation (ref. GDPR Article 6.1) exists at the time of
transferring the Personal Data to LINK. If such legal basis
is consent (ref. GDPR Article 6.1 (a)) the Controller
warrants that any consent is given explicitly, voluntarily,
unambiguously and on an informed basis.

In addition, the Controller warrants that the Data Subjects
to which the personal data pertains have been provided
with information required under the Data Protection
Legislation (ref. GDPR article 13 and 14) on the processing
of their Personal Data.

Any instructions regarding the processing of Personal
Data carried out under this DPA shall primarily be
submitted to LINK. In case the Controller instructs a Sub-
processor appointed in accordance with section 10
directly, the Controller shall immediately inform LINK
hereof. LINK shall not in any way be liable for any
processing carried out by the Sub-processor as a result of
instructions received directly from the Controller, and such
instructions result in a breach of this DPA, the Agreement
or Data Protection Legislation.

4, Confidentiality

LINK ensures that its employees, its Sub-processors, and
other persons who process the personal data by authority

OBoj 0TI ondaka 06paboTKa Ha NMNYHKU NoJaToLmM Kora
LINK o6paboTyBa BO uMe Ha KnueHTOT Kako
o6paboTyBay (GDPR uneH 28.3) unu, ako KAWEHTOT cam
no cebe e o6paboTyBay, kKako nogobpadoTtyBay (GDPR
unex 28.4).

3a uenute Ha oBoj OMM, KnMeHTOT rn nma o6BpCKMTE Ha
KOHTPOJIOPOT M € LieNTOCHO OArOBOPEH KOH KOHTPOJIOPOT
BO 4Me uMe M obpaboTyBa NUYHUTE MoJaTouM CO
KopucTtewe Ha ycnyrute Ha JIMHK. Cnopen Toa,
ynaTyBaHeTO Ha ,KOHTponopoT” oBAe BO CUTE Clyyaun Ke
6uge ynatyBahe A0 KnmeHToT.

[OoKONKy KJIMEHTOT e CcOo cepuwTe BO TpeTa 3emja
noumpaHa HagBop op EBponckata yHuja (EY) wnwm
EBponckaTta ekoHoMcka o6nacT (EEA) n 6e3 coofBeTHa
oanyka o EBponckata komucuja, COK, Mogyn yetupum ke
ce MpUMeHyBa Ha aKTMBHOCTUTE 3a 06paboTka KoM
6apaaT npeHoc Ha nu4yHu nogatoum opn LINK kako
o6paboTyBay o KnueHTtorT.

LINK kako o6paboTyBay, HEroBUTE NoA06paboTyBayun u
Apyru nuua Kow fgejcteyBaar rnoj osnactyBame Ha LINK
KOW WMaaT npuctan O JIMYHUTE MOoJaTouMn Ke Tu
o6paboTyBaaT NMYHWTE MOAATOUM caMO BO MMe Ha
KOHTPOSIOPOT UM BO COrnacHoct co [loroBopoT u
JOKYMEHTMpaHUTe ynaTtcTBa Ha KOHTPOJIOPOT, U BO BO
cornacHocT co [10[1, ocBeH ako NouHaky He e nponuiaHo
BO 3aKOHOAABCTBOTO 3@ 3alUTUTa Ha NogaToLm.

LINK ke ro nHdbopmupa KOHTPONIOPOT AOKOMKY, criopes
Mmucnewseto Ha LINK, uWHCTpykuuja ro npekplysa
3aKOHOABCTBOTO 3a 3alITWTa Ha MOAATOLM.
O6paboTkaTa Ha IMYHKUTe nogaToum oA ctpaHa Ha LINK
KaKo KOHTPOOp e focTanHa BO AefI0T 3a NPMBATHOCT Ha
https://linkmobility.com/privacy/ .

3. 06BpPCKM Ha KOHTPOJIOPOT

KOHTpOMOpOT rapaHTMpa feka NUYHUTe MnojaTouu ce
06paboTyBaaT 3aKOHCKW, 3a OAPEAEHN, eKCMTMLUTHU U
NEernTUMHM Lenu. KOHTPoNopoT HeMa fa My HanoXu Ha
LINK pa o6paboTyBa noseke JIMYHM MofaToLM OTKOJIKY
LUTO e NOTPEeBHO 3a UCMOJIHYBakbe Ha TaKBUTE LiENN.
KOHTpoNopoT e oAroBopeH fa 06e36eau Leka NocTou
BanMAHa npaBHa OCHOBa 3a 06paboTKa Kako LTO €
JepuHMpaHo BO 3aKOHOAABCTBOTO 3a 3alTuTa Ha
nopgatoun (ped. GDPR uneH 6.1) BO MOMEHTOT Ha
npeHecyBare Ha nu4HuTe nogatouun Ha JIMHK. Jokonky
TakBaTa npaBHa OCHOBa e cornacHocT (ped. GDPR uneH
6.1 (a)), KOHTPOMOPOT rapaHTMpa Aeka CeKoja
COTNacHOCT e pfajleHa eKCMWUMTHO, [LO6POBOJIHO,
HeBOCMUCIEHO 1 HA MHhOPMUMpPaHa OCHOBA.
[onoNHWTENHO, KOHTPOJIOPOT rapaHTUpa [feka Ha
cy6jekTUTe Ha NoJaToum Ha Kou ce ogHecyBaaT JIMYHUTe
nogatounm MM ce [OCTaBeHM MHbopMauuuTe LWTO ce
6apaat cnopepj 3aKOHOA4ABCTBOTO 3a 3alTUTa Ha
nopatoum (ped. uneH 13 n 14 Ha GDPR) 3a o6paboTkaTa
Ha HUBHUTE JTINYHU NOoAaTOLMN.

CuTe MHCTPYKLMKN BO BpCcKa co obpaboTkaTa Ha InYHUTe
nogaToumn nssplleHu cnopeg osoj Ol NpBEHCTBEHO Ke
ce pocrtaByBaaTt Ha JIMHK. Bo cny4yaj KoHTponopoTt
OVPEKTHO fAa fJaje MHCTPYKUMM Ha nofobpaboTyBay
HasHayeH BO cornacHoct co fgen 10, KOHTposiopoT
BegHall Ke ro nHdopmmupa JIMHK 3a oea. JINHK Ha HuTty
efieH HauuH Hema fa 6uie OAroBOpPEH 3a KakBa 6uso
o6paboTKa M3BpLUEHA Of, cTpaHa Ha MNogobpaboTyBayoT
KaKo pe3ynTaT Ha WHCTPYKUWUWM JOOWEHU OUPEKTHO Of
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of LINK have committed themselves to confidentiality or
are under an appropriate statutory obligation of
confidentiality.

The Controller is subject to a duty of confidentiality
regarding any documentation and information, received by
LINK, related to LINK or LINK's Sub-processors'
implemented technical and organizational security
measures, or information which LINK’s Sub-processors
have defined as confidential. However, Controller may
always share such information with supervisory
authorities if necessary, to act in compliance with
Controller's obligations under Data Protection Legislation
or other statutory obligations.

5. Security

The security requirements applying to LINK's processing
of Personal Data is governed by the Security of the
processing document as mentioned in Art. 1

6. Access to Personal data and fulfilment of Data
Subjects' rights

Unless otherwise agreed or dictated by applicable law, the
Controller is entitled to request access to personal data
being processed by LINK on behalf of the Controller.

If LINK, or a sub-processor, receives a request from a Data
Subject relating to processing of Personal Data processed
on behalf of the Controller, LINK shall send such request
to the Controller, for the Controller's further handling
thereof, unless otherwise stipulated in statutory law.
Taking into account the nature of the processing, LINK
shall assist the Controller by appropriate technical and
organizational measures, insofar as this is possible, for
the fulfilment of the Controller's obligation to respond to
requests for exercising the Data Subject's rights stipulated
in Data Protection Legislation, including the Data Subject's
right to (i) access to its Personal Data, (ii) rectification of
its inaccurate Personal Data; (iii) erasure of its Personal
Data; (iv) restriction of, or objection to, processing of its
Personal Data; and (v) the right to receive its Personal Data
in a structured, commonly used and machine-readable
format (data portability). To the extent Customer requests
assistance exceeding the requirements towards
processors in the GDPR, LINK shall be compensated for
such assistance at LINK's then current rates.

7. Other assistance to the Controller

If LINK, or a Sub-processor, receives a request for access
or information from the relevant supervisory authority
relating to the registered Personal Data or processing
activities subject to this DPA, LINK shall notify the
Controller, for the Controller's further processing thereof,
unless LINK is entitled to handle such request itself.

If the Controller is obliged to perform a Data Protection
Impact Assessment and/or Prior consultation with the
supervisory authority in connection with the processing of
Personal Data under this DPA, LINK shall provide
assistance to the Controller, taking into account the nature

KOHTPOJIOPOT, @ TaKBWUTE WMHCTPYKUWUM pe3ynTupaaT co
npekpwysarwe Ha osoj [0, [orosopoT wunu
3aKOHOAABCTBOTO 3a 3alUTUTa Ha NojaTouuTe.

4. JosepnuBocTt

LINK rapaHTMpa Aeka HeroBuTe BpabOTEHW, HeroBuTe
nopo6paboTyBaym U Apyru nuua Kou rv obpaboTyBaat
JINYHUTE nogaTtoumn of cTpaHa Ha aBTopuTeToT Ha LINK
ce o6Bp3asie Ha AOBEPSMBOCT WM Ce MO COoABeTHA
3aKOHCKa 06BpCKa 3a JOBEPJSIMBOCT.

KOHTpPONOpOT € NpefAMeT Ha JOHKHOCT Ha AOBEP/IMBOCT
BO BpPCKa CO Koja 6uno AoKyMeHTauuja u nHdopmaumja
pobueHa opn LINK, noBpsaHa co uMMMeMeHTUpaHu
TEXHUYKN W OpraHmsaumckum 6e36efHOCHM MepKu of
cTpaHa Ha LINK unu nopgobpaboTyBaunte Ha LINK, nnm
nHbopmMaumm Koum nopgobpabotyBaumte Ha LINK ru
JedbvHupane Kako goBepnvBu. MeryToa, KOHTPOIOPOT
cekoratl MOXe fa rv cnofenv Takeute nHbopmaumm co
HaA30pHMTE OpraHu AOKOJKY € MoTpe6Ho, 3a Aa nocranu
BO COFJIaCHOCT CO O6BPCKUTE Ha KOHTPOSIOPOT Cropes,
3aKOHO4aBCTBOTO 3a 3alUTUTa Ha MOZATOLM WU APYru
3aKOHCKM 06BPCKMU.

5. BesbegHocT

besbefHoCcHUTe 6Gaparba KoM Ce oOfHecyBaaT Ha
obpaboTkaTa Ha JMYyHWTe nogatoum Ha LINK ce
perynupaHu co 6e36efHocTa Ha [AOKYMEHTOT 3a
06paboTKa KaKo LITO e CMOMeHaTo BO YJl. 1

6. lMpuctan go nMYHK NogaTtoum M UCMNOJIHyBaHe
Ha npaBaTa Ha Cy6jeKTUTe Ha nogaTounTe

OcBeH aKo He e MoWHaKy AOroBOPEHO WM AUKTUPAHO CO
NMPUMEHIMBUOT 3aKOH, KOHTPOJIOPOT UMa NpaBo fa 6apa
npucTan Ao NnYHWUTE nogaToum Wwro rm obpaboTysa LINK
BO MMe Ha KOHTPOJIOPOT.

Ako LINK, nnu nopo6paboTyBay, npumu 6Gaparbe of
cy6jeKT Ha nojaTouM BO Bpcka CO obpaboTkaTa Ha
JIMYHUTE NoAaToLM 06paboTEHUN BO MMe Ha KOHTPOJIOPOT,
LINK Ke ro ucnpatu TakBOTO 6apatbe 0 KOHTPOJIOpOT, 3a
MOHaTaMOLLHO pakyBake Of, CTpaHa Ha KOHTPOJIOPOT,
OCBEH aKo He e NMoMHaKy NPonuLIaHoO CO 3aKOH 3aKOH.
Wmajkn ja npeaBug npupogaTa Ha obpaboTkata, JIMHK
Ke My MOMOrHe Ha KOHTPOIOPOT CO COOABETHN TEXHUYKM
W OpraHvM3auucKu MepKu, LOKOMKY Toa € MOXHO, 3a
UCMONHyBarbe Ha o6BpckaTa Ha KOHTPONOPOT fAa
0oAroBopu Ha 6GaparbaTa 3a OCTBapyBarbe Ha NpaBaTa Ha
cy6jeKkToT Ha nogaTtouuTe nponuLaHu BO
3aKOHOAABCTBOTO 3a 3aWTuTa Ha nojartouwuTe,
BKJy4yBajKu Fo U NpaBOTO Ha CY6jeKTOT Ha nogatouuTe
3a (i) npuctan po HeroBuTe nuuHM nogatoum, (ii) 3a
nornpaBare Ha HEroBUTE HETOUYHM NNYHK nogaTtouw; (iii)
6puwlere Ha HeroBuTe NMYHM  nogatouy;  (iv)
orpaHuyyBarbe Uv NpuroBop 3a o6paboTka Ha HEroBuTe
NIMYHK nogatoum; v (v) Npaeo fa ru fobuBaaT HUBHUTE
JINYHU NoJaToLUM BO CTPYKTYpMpaH, HajuecTo KOPUCTEH U
MalMHCKM  yuTamMB  dopmaTt  (NPeHoCNMBOCT  Ha
nopatoumuTe). [lokonky KnneHToT 6apa MOMOL LITO U
HaZMUWHyBa GaparaTa KOH 06paboTyBaumte Bo GDPR,
LINK ke ce KOMMeH3upa 3a TakBaTa NOMOLI Cropefj
TorawHuTe Tapudu Ha LINK.

7. [pyra noMoLl 3a KOHTPOJIOPOT

Jokonky LINK, nnu nogo6pa6oTyBayoT, npumu 6apare
3a npuctan WM  MHPopMaLuuM of peneBaHTHMOT
HaA30peH opraH BO BPCKa CO PErncTpupaHuTe JIMYHU
nogatounm WM aKTMBHOCTUTE 3a o06paboTka Kou ce
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of processing and the information available to LINK. To
the extent Customer requests assistance exceeding the
requirements towards processors in the GDPR, the
Customer shall bear any costs accrued by LINK related to
such assistance.

8. Notification of Personal Data Breach

LINK shall notify the Controller without undue delay after
becoming aware of a Personal Data Breach. The Controller
is responsible for notifying the Personal Data Breach to
the relevant supervisory authority in accordance with
GDPR article 33.

The notification to the Controller shall be sent to the e-mail
listed in this DPA, and as a minimum describe (i) the nature
of the Personal Data Breach including where possible, the
categories and approximate number of Data Subjects
concerned and the categories and approximate number of
Personal Data records concerned; (i) the likely
consequences of the Personal Data Breach; (iii) the
measures taken or proposed to be taken by LINK to
address the Personal Data Breach, including, where
appropriate, measures to mitigate its possible adverse
effects.

In the event the Controller is obliged to communicate a
Personal Data Breach to the Data Subjects, LINK shall
assist the Controller, taking into account the nature of
processing and the information available to LINK. The
Controller shall bear any costs related to such
communication to the Data Subject.

9. Transfer to Third Countries

Transfer of Personal Data to countries located outside the
European Union (EU) or the European Economic Area
(EEA) and without an adequacy decision by the European
Commission, hereunder by disclosure or provision of
access, may only occur in case of documented
instructions from the Controller.

For transfer to sub-processors, the documented
instructions are described in section 10 below, and is
subject to EUs standard contractual clauses as provided
in the SCC, Module three - transfers from LINK as
processor to a sub-processor in a Third Country.

The Customer accepts and understands that transfer to
operators in Third Countries that is necessary to transmit
messages to recipients located in such countries is not
covered by the requirements herein.

10. Use of sub-processors

The Controller agrees that LINK may appoint another
processor, hereinafter referred to as sub-processor, to
assist in providing the services and processing Personal
Data under the Agreement, provided that LINK ensures
that the data protection obligations as set out in this DPA
and in Data Protection Legislation are imposed upon any
Sub-processor by a written agreement; and that any Sub-
processor provides sufficient guarantees that they will
implement appropriate technical and organizational

npegMet Ha oBoj 1001, LINK Ke ro nasectv KOHTPONopoT
3a NoHaTaMollHaTa 06paboTKka Ha KOHTPOJIOPOT 3a TOa,
ocBeH ako LINK uma npaBo cam pa nocrtarnyeBa coO
TaKBOTO 6apaHse.

[lOKONIKY KOHTPOIOPOT € 06Bp3aH fa U3BpLUM NPOoLEeHKa
Ha BAWjaHMETO BP3 3alTuTaTa Ha nogaTouuTe W/Wnu
NpeTxoAHa KOHCynTauuja co HaA30pHUOT OpraH BO BPCKa
co obpaboTkaTa Ha IM4HMTe nogaToum cnopeg osoj 100,
LINK ke My 06e36ean NOMOLL Ha KOHTPOJIOPOT, 3eMajKku
ja npepBua npypofaTa Ha obpaboTkarta U MHpopmMaLum
poctanHu Ha JIMHK. Jokonky KnueHTOT 6apa nomoLu
WTO MM HagMuHyBa 6aparbaTa KOH 06paboTyBaynTe BO
GDPR, Kn1MeHTOT Ke rv CHOCK CUTe TPOLUOUM HaTpynaHu
oA LINK noBp3aHu co TakBaTa NoMOLL.

8. M3BecTyBarbe 3a npekplyBake Ha JIMYHKU
nogatoum

JINHK Ke ro M3BecTU KOHTPOJSIOPOT 6€3 HenoTpe6Ho
0410)KyBaHe 0TKaKO Ke f03Hae 3a NoBpefa Ha IYHUTe
nogatouun. KOHTPONOpOT € OArOBOPEH 3a U3BECTYBakbe
3a MNpekplyBakeTOo Ha JIMYHMTE nojaToumn Ao
peneBaHTHUOT Haf30pPeH OpraH BO COrTAacCHOCT CO YJieH
33 Ha GDPR.

MN3BecTyBareTO A0 KOHTPOIOPOT Ke 61ae ucnpaTeHo Ha
e-nowTaTta HaBegeHa Bo 0Boj [10M1, 1 KaKO MUHUMYM Ke
ja onuwe (i) NnpMpoaaTa Ha NPeKpLUYBaHETO HA JINYHUTE
nojaTtoun BKJYYyBajkMm M Kage LWTO € MOXHO,
Kateropumute U MNpUBAMXKHUMOT 6poj Ha 3acerHatu
Cy6jeKTU Ha NoJaToLmM 1 KaTeropumTe 1 NpUGANXKeH 6poj
Ha 3acerHatu 3sanucu 3a JmdHM  nogatouw; (i)
BepojaTHWUTE NOCNeAMUM OF NPEKPLLYBaHETO Ha IMYHUTE
nopatouw; (iii) MepkuTe NpesemMeHn UK NPeasIOXKEHN aa
ce npesemat of JIMHK 3a pa ce ogroesopu Ha
NMPeKpLIYBarbeTO Ha JIMYHUTE MOJATOLM, BKIyYyBajKu,
Kafie WTO € COOABETHO, MepKM 3a YybnaxyBarbe Ha
MOXHUTE HeraTuBHU eekTy.

Bo cnyyaj KOHTPOSIOPOT Aa e 06Bp3aH fa UM COONMLUTU Ha
cy6jeKkTUTe Ha nojaTouuTe 3a MOBpefa Ha JINYHWUTE
nogatouu, LINK ke My MOMOrHe Ha KOHTPOJIOPOT, 3eMajKu
ja npegBuh npupogata Ha  obpaboTkata M
nHdbopmauuute goctanHu Ha LINK. KoHTponopoT Ke ru
CHOCM  cWTe TpOlWOUM TOBpP3aHM CO TakBaTa
KOMYHMKaLMja co Cy6jeKTOT Ha nogaTouuTe.

9. TpaHcdep Bo TpeTu 3emju

MpeHoC Ha NNYHK NoJaToumM BO 3eEMjM IoLMpaHy HagBop
op EBponckaTa yHuja (EY) unu EBponckaTa eKoHOMCKa
o6nacT (EEA) 1 6e3 oaslyka 3a COOABETHOCT Of CTpaHa Ha
EBponckarta KoMucuja, cnopep oBa, CoO OTKpUBare Uin
06e3beflyBatbe MpuUcTarn, MoXe fa Ce C/lyYu caMo BO
clyyaj Ha AOKYMeHTUpaHu ynatcTea of KoHTponop.

3a npeHoc Ha MoAo6paboTyBayM, AOKYMEHTUMPaHUTE
WHCTPYKUMKM ce onuwaHu Bo genot 10 nogony, wu
noanieXxat Ha CTaHAapAHUTe JOroBopHU knaysynu Ha EY,
Kako WTo e npeasuaeHo Bo CAK, Moayn Tpu - TpaHchepu
oZ LINK kako o6paboTyBay o nofo6paboTyBay Bo TpeTa
3emja.

KnueHToT npudaka v pasbupa geka TpaHchepoT Ao
onepaTopu BO TpPeTU 3eMju LUTO € HEOMXOAEH 3a NPeHoC
Ha nopaku A0 npuMayu noumpaHn Bo TakBU 3eMju He e
NMOKPMWEH co 6apar-aTa oOBJe.

10. YnoTpeba Ha nogo6paboTyBaum

KoHTponoport ce cornacysa feka LINK Mmoxxe fa HasHauum
apyr obpaboTyBau, BO HaTaMOLUHUOT TeKCT
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measures to comply with Data Protection Legislation and
this DPA, and will provide the Controller and relevant
supervisory authorities with access and information
necessary to verify such compliance.

LINK shall remain fully liable to the Controller for the
performance of any Sub-processor.

Applicable sub-processors are listed in the Scope
document . LINK may update the list to reflect any addition
or replacement of Sub-processors by notification to the
Customer at least 3 months prior to the date on which
such Sub-processor shall commence processing of
Personal Data. Any objection to such changes must be
provided to LINK within 3 weeks of receipt of such
notification or publication on the website. In case of an
objection from Customer as to the supplementing or
change of a Sub-processor, LINK may terminate the
Agreement and this DPA with 1T months’ notice.

By entering into this DPA, the Customer grants LINK
authority to secure any legal basis for Transfer to Third
Countries for any Sub-processor approved in accordance
with the procedure stipulated above. If Customer is not
itself controller, Customer will ensure such grant from
controller. Upon request, LINK shall provide the Controller
with a copy of the EUs standard contractual clauses under
the SCC, Module three or description of the legal basis for
Transfer.

LINK shall provide reasonable assistance and
documentation to be used in Controller's independent risk
assessment in relation to use of Sub-processors or
Transfer of Personal Data to a Third Country.

11. Audits

LINK shall, upon request, provide the Customer with
documentation of implemented technical and
organizational measures to ensure an appropriate level of
security, and other information necessary to demonstrate
LINK's compliance with its obligations under the DPA and
relevant Data Protection Legislation.

Controller and the supervisory authority under the relevant
Data Protection Legislation shall be entitled to conduct
audits, including on-premises inspections and evaluations
of Personal Data being processed, the systems and
equipment used for this purpose, implemented technical
and organizational measures, including security policies
and similar, and Sub-processors. Controller shall not be
given access to information concerning LINK's other
customers and information subject to confidentiality
obligations.

Controller is entitled to conduct such audits one (1) day
per year, upon no less than two weeks' notice. If Controller
appoints an external auditor to perform the audits, such
external auditor shall be bound by a duty of confidentiality.
Controller shall bear any costs related to audits initiated
by Controller or accrued in relation to audits of Controller,
including compensation to LINK to the extent Controller

nofo6paboTyBay, 3a fa NOMOrHe Bo 06e36elyBarbeTo Ha
ycnyrute u obpaboTkaTa Ha IMYHUTE MogaToum crnopes
Jorosopot, nog ycnoB LINK pa rapaHTupa pgeka
06BpPCKMTE 3a 3alTUTa Ha MOAATOUMTE Kako LWTO ce
HaBefeHn BO oBoj AOr n Bo [lopaTtoum
3aKoHO[aBCTBOTO 3a 3allTUTa Ce HaMeTHyBa Ha CeKoj
nofo6paboTyBay CO MUCMEH [AOrOBOP; M [eKa CeKoj
nofobpaboTyBay o6e3bedyBa AOBOMHO rapaHuuu Aeka
Ke crnpoBefe COOABETHM TEXHUYKM W OpraHmsaumcku
MEepKM 3a ycornacyBake CO 3aKOHOAABCTBOTO 3a
3awTuTa Ha nogaTtouum u oBoj AOM, n Ke My 06e36eau Ha
KOHTPOJIOPOT M Ha peneBaHTHWUTE HAA30PHW OpraHu
npuctan u MHbopmMauumn notpebHM 3a fa ce NOTBPAM
TakBaTa ycornaceHocrT.

LINK Ke ocTaHe LenocHO 0AroBOpPeH Npes KOHTPOsIOpPOT
3a M3BpLUyBarbe Ha Koj 610 nogodpaboTyBay.
MpuMeHnMBUTE NOLOOPaAbOTYBAYM Ce HaBeAeHU BO
JokymeHTOT Scope . LINK Moxe fa ja axypupa nucrarta
3a fa ro ojpasv Ccekoe JojaBarbe WM 3aMeHa Ha
nofobpaboTyBaunm co u3BecTyBakbe [0 KnuneHToT
HajManky 3 Meceuu npej AaTyMOT Ha KOj TakBMOT
notobpaboTyBay Ke 3anoyHe coO o6paboTkaTa Ha
nnyHute nopatouun. Cekoj npuroBop 3a TakBuUTe
npoMeHn mopa ga ce gocrtasu Ha JIMHK Bo pok og 3
Hegenn of NpUMeMOT Ha TaKBOTO M3BECTyBake WM
o6jaByBatbe Ha Beb-nokaumjaTta. Bo cnyyaj Ha npurosop
of KnveHTOT 3a [JonofiHyBakbe WM MpPOMeEHa Ha
nogobpaboTyBay, IMHK Moxe Aa ro packuHe JorosopoT
n oBoj 1OMN co 1 MeceL, U3BecTyBaHe.

Co BneryBareTo Bo oBoj [Ol, KnueHTOT My fgaBa Ha
LINK oBnactyBatbe fa 06e36eu KakBa 6WNO npaBHa
ocHoBa 3a TpaHchep BO TPeTM 3eMju 3a Koj 6uno
nofo6paboTyBay 0f406peH BO COrIacHOCT CO NocTankaTa
HaBegeHa norope. [lokonky KnveHTOT He e camuoT
KOHTposiop, KnneHTOT Ke 06e36efM TakOB rpaHT of
KOHTposiopoT. Ha 6aparbe, JINHK ke My poctaBu Ha
KOHTPOJIOPOT KOMMWja of CTaHAapAHWUTE [OrOBOPHM
knaysynu Ha EY cnopepg COK, Mogyn Tpyu nnun onuc Ha
npaBHaTa OCHOBa 3a NMpPeHOC.

LINK ke 06e3bean pasymHa MoOMoOL M AOKYMeHTauuja
WTO Ke Ce KOpPWUCTM BO He3aBMCHATa MpoLeHKa Ha
PU3MKOT Ha KOHTPOJIOPOT BO BPCKAa CO KOPUCTEHETO Ha
nofo6paboTyBayn UM MPEHOC Ha NIMYHM nojaTouu BO
TpeTa 3emja.

11. PeBuaumn

JINHK, Ha 6aparbe, Ke My pJoctaBu Ha KnueHToT
JOKyMeHTalLMja 3a CrpoBefeHUTe TEeXHUYKU U
OpraHusauMcKu Mepku 3a fa ce 06e36ean COOABETHO
HMBO Ha 6e36efHOCT U Apyrn nHdopmaumm NoTpebHU 3a
Ja ce nokaxe ycornaceHocta Ha JIMHK co cBoute
o6Bpcku criopeg [O0IN n peneBaHTHOTO 3aKOHO4ABCTBO
3a 3alTUTa Ha nogaToum.

KOHTPONOpOT M HAA30pHMOT  opraH  criopej
peneBaHTHOTO  3aKOHOAABCTBO 3a 3aWTUTa Ha
nojatouuMTe uMMmaaT MpaBO Aa BpWAT PEBUSUH,

BKJ1y4yBajKu1 UHCMEKLUM U NPOLLEHKM BO MPOCTOPUUTE Ha
JIMYHUTE NoJaTouM WTO ce obpaboTyBaaT, CUCTEMUTE U
onpemarta LWTO Ce KoOpuUCTaT 3a OBaa HaMeHa,
UMMIEMEHTUPAHNTE TEXHUYKU U OpraHnU3aLnCKu MepKy,
BKJIyYUTENHO M 6€36e[HOCHUTE MONUTUKU U CINYHU, U
Mopo6paboTyBaun. KOHTpPONopoT HemMa pa pobue
npucTan go nHdopmaLumm BO BPCKa CO ApYrUTe KINEHTU
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requires support exceeding the requirements in the GDPR.
LINK shall nevertheless bear such costs if an audit reveals
non-compliance with the DPA or Data Protection
Legislation.

12. Term and termination

The DPA is valid for as long as LINK processes Personal
Data on behalf of the Controller.

In the event of LINK's breach of the DPA or non-
compliance of the Data Protection Legislation, the
Controller may (i) instruct LINK to stop further processing
of Personal Data with immediate effect; and/or (i)
terminate the DPA with immediate effect.

13. Effects of termination

LINK shall, upon the termination of the DPA delete all the
Personal Data to the Controller unless otherwise
stipulated in applicable law. Customer accepts and
understands that Personal Data is accessible by it until
termination, should Customer require copies of such data
before deletion.

Upon Customer’s request, LINK shall document in writing
to the Controller that deletion has taken place in
accordance with the DPA.

14. Breach of the DPA and Limitation of liability
Each party’s non-conformity with requirements set out in
this DPA shall be regarded as a breach of agreement by
that party, and the party shall ensure that breach is
remedied without delay. The party in breach shall update
the other party on measures adopted to remedy the non-
conformity. Neither party shall be liable to the other party
for errors caused by the other party's systems or actions,
negligence or omissions, or by general internet or line
delays, power failure or other error outside the parties’
reasonable control.

Liability limitations in the Services Agreement between the
parties apply to liability under this DPA and the SCC.

15. Notices and amendments

All notices relating to the DPA shall be submitted in writing
to the email address stated on the Front page of the DPA.
In case changes in Data Protection Legislation, a
judgement or opinion from another authoritative source
causes another interpretation of Data Protection
Legislation, or changes to the services under the
Agreement require changes to this DPA, LINK will propose
implementation of such changes into the DPA.

Any modification or amendment of this DPA shall be
effective only if agreed in writing and signed by both
parties.

16. Governing law and legal venue

The governing law shall be the applicable law in North
Macedonia, and the legal venue shall be the courts of
Skopje, North Macedonia.

Ha LINK n nHdopmaumm kou noanexart Ha 06BPCKMU 3a
[OBEpNMBOCT.

KoHTponopoT uma npaBo fa BpLUM TaKBU PEBU3UN efleH
(1) BeH romMLLIHO, MO U3BECTYBaHbE HajMasKy Be Heaenu.
[OKONKYy KOHTPOMOPOT HasHauu HagBOpELUEH PeBU3Op
3a BpLUeHe Ha peBn3nmnTe, TOj HaABOPELLEH PEBU3OP Ke
6uage o06Bp3aH CO [O/MKHOCT Ha  AOBEPIMBOCT.
KOHTPONOpOT Ke MM CHOCK CUTEe TPOLLOLM NMOBP3aHu Co
peBM3nMUTE MHULMPAHW O, KOHTPOJIOPOT UM HaTpynaHu
BO BPCKa CO PEBM3MNTE Ha KOHTPOJIOPOT, BKITYYUTENTHO U
KomreHsaumnja 3a [loBp3eTe ce [0 cCTeneH [0 KOj
KoHTponopoT 6apa nopfplka LWTO M HagMWHyBa
6aparbata Bo GDPR. JIMHK cenak Ke rM cHOCK TakBuUTe
TpOLIOLM AOKONKY peBu3MjaTa OTKpME HeycornaceHocT
co A0l nnn 3aKkoHOAABCTBOTO 3a 3alUTUTa Ha NogaToLuun.
12. Pok 1 npectaHok

[0MN Baxku cé gofeka LINK o6paboTyBa NMMYHM NogaToLm
BO MMe Ha KOHTPOJIOPOT.

Bo cnyyaj Ha npekpuwyBarse Ha [0l of cTpaHa Ha LINK
WM HeyCcornaceHoCcT Co 3aKOHOAaBCTBOTO 3a 3alTuTa
Ha rmojaTouu, KOHTposopoT Moxe (i) a My HasloXu Ha
LINK ga ja npekuHe noHaTamMoluHaTa o6paboTka Ha
JIMYHUTE mogaToumM co HenocpeneH edekT; u/unu (ii) ga
ce npekuHe OO0l co HenocpepeH edexT.

13. EdekTn o packMHyBaHeTO

JINHK, no npectaHokoT Ha [Orl, Ke r1 u3bpuwe cute
JINYHU NOJAAaTOLM HAa KOHTPOJIOPOT, OCBEH aKO MOUHaKy He
€ MpOonuLaHO BO BaXXEYKMOT 3aKOH. KnnmeHToT npudaka
M pasbupa feka NMYHWUTE mnojaTouu ce AOCTanHM Ao
packuHyBareTO, LOKONKY KnneHTOT mo6apa Konuu of
TWe nogaToum npes 6puLLEHETO.

Ha 6aparbe Ha knueHToT, JIMHK Ke My AOKYMeHTMpa Ha
KOHTPOJIOPOT BO MUCMeHa (¢opma feka GpULLIEeHETO e
N3BpLLEHO BO cornacHocT co O,

14. MpekpwyBare Ha OOl u OrpaHuyyBame Ha
OAroBOpHOCTa

HeycornaceHocTa Ha cekoja cTpaHa co 6apamaTa
HaBegzeHu Bo 0BOj 1Ol Ke ce cMeTa 3a NpekpLlyBame Ha
[OroBOpOT Of, CTpaHa Ha Taa CTpaHa, a CTpaHaTa Ke
06e36eaM MpekpllyBakeTo Ja ce OoTCcTpaHu 6es3
ofnarame. CTpaHaTa WTO ja nMpekpwuna Ke ja
UHpopmMmMpa ppyrata CTpaHa 3a MepKWUTE YCBOEHM 3a
OTCTpaHyBahe Ha HeycorsaceHocTa. Huty egHa cTpaHa
HeMa fa 6upe OAroBopHa npef Agpyrata cTpaHa 3a
rpeLLKW NpeansBUKaHW 0f, CUCTEMUTE UK JejcTBaTa Ha
ZApyrata cTpaHa, HeGpPEeXHOCT WAM MNPONyCcTW, UAN of
onwTn aouHera Ha UHTepHeT unau J'WIHVIja, NPEeKnH Ha
CTpyja wWnu pJpyra rpellka HagBop 0Of pasyMHaTa
KOHTPOJ1a Ha CTpaHuTe.

OrpaHnyyBamaTa Ha OAroBopHoCTa BO [lOroBOpoOT 3a
ycnyrm  nomery  CTpaHuTe Cce oOjHecyBaaT Ha
oAroBopHocTa criopeg ooj 400 n CKL,.

15. M3BecTyBara N U3MeHU

CuTe wnsBecTyBara Kou ce opHecyBaaT Ha [OIl ce
JocTaByBaaT BO nMucMeHa ¢dopmMa Ha e-nowTaTa
HaBefeHa Ha HacnoBHaTa cTpaHuua Ha JOr1.

Bo cnyyaj kora npomMeHuMTe BO 3aKOHOAABCTBOTO 3a
3alTuTa Ha rnogartouuTe, npecygara uin MUCIIEHETO O
Apyr aBToOpUTETEH N3BOP NpeansBukKa Apyro TonkyBaHe
Ha 3aKkOHOAaBCTBOTO 3a 3aliTMTa Ha NOJATOUM, WK
npoMeHWTe Ha ycnyrute cnopep [oroBopoT 6apaat
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STANDARD CONTRACTUAL CLAUSES (SCC)

(As per COMMISSION IMPLEMENTING DECISION (EU)
2021/914 of 4 June 2021

on standard contractual clauses for the transfer of
personal data to third countries pursuant to

Regulation (EU) 2016/679 of the European Parliament and
of the Council)

between

LINK, and its affiliates established within EEA
hereinafter “data exporter”

and

The Customer (MODULE FOUR) or the respective Sub-
processor in Third Country (MODULE THREE)

hereinafter “data importer”

The SCC text is found at: Publications Office (europa.eu)

The Data exporter and Data importer enter into SCC with
the following modules:

MODULE ONE: Transfer controller to controller:
No

MODULE TWO: Transfer controller to processor:
No

MODULE THREE: Transfer processor to
processor: If and to the extent applicable: Yes (in case of
a sub-processor in Third Country) / No (in case of
Customer in Third Country)

MODULE FOUR: Transfer processor to controller:
_Yes (in case of Customer in Third Country) / No (in case
of a sub-processor in Third Country)

npomeHn BO oBoj [OOM, JIMHK ke npeanoxmu
nMnaemMeHTauumja Ha TakBuTe npomenu so A0OIM1 .

Cekoja nsmeHa Ha oBoj 1Ol ke 6uae edekTMBHaA caMo
[LOKOJIKY € JoroBopeHa Bo NnucMeHa dhopma v noTnuwiaHa
oL ABeTe CTpaHu.

16. Bnagejauko npaBo v npaBHO MeCTo
BnagzejaykoTo npaBo Ke 6uAe NpUMEHNINBOTO NpaBoO BO
CeBepHa MakefjoHMja, a npaBHO MeCTO Ke 6upat
cyposuTe BO Ckorje, CeBepHa MakefoHuja.

CTAHOAPOHU IOTOBOPHU KNAY3YJIN (COK)

(Cnopegn OLJTYKATA 3A CMPOBELYBAHSE
2021/914 HA KOMUCWUJATA O], 4 JYHWN 2021 r.
3a CTaHZapAHWUTe LOrOBOPHM KJlay3y/nu 3a MpeHoc Ha
JIMYHM NoAaToLM BO TPETU 3eMjU COrnacHo

Perynatusa (EY) 2016/679 Ha EBponcKUOT napnameHT u
Ha CoBeToOT)

(EY)

nomery

JIMHK 1 HeroBuMTe NoApyXHULM OCHOBaHM BO paMKUTE Ha
EEA

BO HaTaMOLWIHNOT TEKCT ,M3BO3HUK Ha I'IO,D,aTOLI,I/I"

Knuewtor (MOAYN YETBPT) wnM  COOABETHMOT
noto6paboTyBad Bo TpeTa 3eMja (MOLY /1 TPET)

BO HaTaMOLLHUOT TEKCT ,yBO3HMLM Ha nogartoumn”

TekctoT Ha CAOK ce Haorfa Ha:
ny6nukauum (europa.eu)

KaHuenapuja 3a

MN3BO3HMKOT Ha NOAATOUM U YBO3HUKOT Ha NoaaToum rv
cknyyyBaat CAK co cnegHute mogynu:

MOJYJ1 MPB: Mpedpnete ro KOHTPOSIOPOT Ha
KOHTposiopoT: He

MOJLYJ1 BTOPWU: MpedpneTe ro KOHTPONOPOT Ha
o6paboTyBayoT: He

MOLYIT TPET: MNpedpnete ro obpaboTyBayoT
Ha o6paboTyBayoT: [IOKONKY WM [O CTeneH WTO e
npumMeHnueo: [la (Bo cnyyaj Ha noTo6pa6oTyBay BO TpeTa
3emja) / He (Bo cnyuaj Ha KJIMEHT BO TpeTa 3emja)

MoAyn YETBPTMW: MpedpneTte ro
06paboTyBayoT Ha KoHTposiopoT: _ [a (Bo cnydyaj Ha
KNMeHT BoO TpeTa 3emMja) / He (Bo cnyyaj Ha
nopo6paboTyBay BO TpeTa 3eMja)

Cneuundvkauuute noTpebHN 3a CEKOj MPUMEHNNB MOAY
cnepysaaT nogony:
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Specifications required for each applicable module follow
below:

Specifications relevant to MODULE THREE: Transfer
processor to processor

Clause 7 — The Parties agree that this clause shall be
included:

Docking clause (a) An entity that is not a Party to these
Clauses may, with the agreement of the Parties, accede to
these Clauses at any time, either as a data exporter or as
a data importer, by completing the Appendix and signing
Annex LA. (b) Once it has completed the Appendix and
signed Annex |.A, the acceding entity shall become a Party
to these Clauses and have the rights and obligations of a
data exporter or data importer in accordance with its
designation in Annex I.A. (c) The acceding entity shall have
no rights or obligations arising under these Clauses from
the period prior to becoming a Party.

Clause 9- The Parties agree that Option 2 part of the
clause shall apply to them:

[OPTION 2: GENERAL WRITTEN AUTHORISATION The
data importer has the controller's general authorisation for
the engagement of sub-processor(s) from an agreed list.
The data importer shall specifically inform the controller in
writing of any intended changes to that list through the
addition or replacement of sub-processors at least 3
months in advance, thereby giving the controller sufficient
time to be able to object to such changes prior to the
engagement of the sub-processor(s). The data importer
shall provide the controller with the information necessary
to enable the controller to exercise its right to object. The
data importer shall inform the data exporter of the
engagement of the sub-processor(s).]

Clause 11— The Parties agree that this optional part of the
clause shall not be included:

[OPTION: The data importer agrees that data subjects may
also lodge a complaint with an independent dispute
resolution body at no cost to the data subject. It shall
inform the data subjects, in the manner set out in
paragraph (a), of such redress mechanism and that they
are not required to use it, or follow a particular sequence
in seeking redress.]

Clause 17 — The Parties agree that Option 1 part of the
clause shall apply to them:

[OPTION 1: These Clauses shall be governed by the law of
one of the EU Member States, provided such law allows
for third-party beneficiary rights. The Parties agree that
this shall be the law of the state in which the data exporter
is established.]

Cneuundvkaumm peneeaHtHuM 3a MOLYJ1 TPET: lMNpeHoc
op, obpaboTyBay Ha 06paboTyBay

Knaysyna 7 - CTpaHuTe ce cornacyBaaT fAeka oOBaa
Knaysyna Ke 6ue BKIyyeHa:

Knaysyna 3a npuknydyBamse (a) Cy6jekT Koj He e CTpaHa
Ha OBWe Knaysynu Moxe, co goroBop Ha CTpaHuTe, Aa
npucTanu KoH oBMe Knaysy/in Bo CEKOe BpeMe, U Kako
M3BO3HWUK Ha NoAaToLM UM KaKo YBO3HMK Ha nogaTouu,
CO nomnosHyesare Ha [oAaToKOT M MNOTnUwyBame Ha
Anekc |A (6) OTkako Ke ro nonosnHu [JoaaTokoT U Ke ro
notnuwe AHekc A, cy6jeKTOT WTO NpucTanyBa Ke cTaHe
CTpaHa Ha OBWe Kkfay3ynuM M Ke rM MMa npaBaTta u
06BPCKUTE HA M3BO3HMK Ha NOJATOLM UNIM YBO3HUK Ha
noJaTouun BO COrNacHOCT CO HeroBaTa 03HaKa BO AHeKC
IA (B) cy6jeKTOT WITO NpUcTanyBa HemMa a MMa npasa unu
06BpPCKM LUITO Npouanerysaat of OBWe Knaysynu of
nepuoAaoT npegd aa crtaHe CtpaHa.

Knaysyna 9 - CTpaHuTe ce cornacysaat Aeka onuujata 2
Jen of KnaysynaTta Ke ce NMpuMeHyBa Ha HUB:

[ONUMJIA 2: TEHEPANTHO NMUCMEHO OBJTACTYBAHGE)
YBO3HUKOT Ha NoAaTouy MMa reHepanHo oBfiacTyBare
OfL KOHTPOMIOPOT Aa aHraxupa nogobpaboTyBay(n) on
[OroBopeHa NnMcTa. YBO3HUKOT Ha MOAATOLM KOHKPETHO
NMMCMEHO Ke o WH(pOpMMpa KOHTPOSIOPOT 3a CcuTe
niaHMpaHu NPOMEHN Ha Taa NIcTa Npeky fojaBare unm
3amMeHa Ha nopobpaboTyBaun HajManky 3 Meceum
OofHanpej, Co WTO Ke My fdaje AOBOSHO BpeMe Ha
KOHTPOJIOPOT a MOXe fia ce CNPOTMBCTaBM Ha TakBUTe
MPOMEHU Mpef, aHraxXMaH Ha nofo6paboTyBayoT(MTe).
YBO3HUKOT Ha nogatouuM My JaBa Ha KOHTPOMOpPOT
uHbopMaumMm noTpebHM 3a [a My OBO3MOXM Ha
KOHTPOJIOPOT Aa ro 0CTBapy CBOETO NMPaBo Ha MpPUroBop.
YBO3HUKOT Ha nofgaToum ro MHpopmMmnpa n3BO3HUKOT Ha
noJaToLM 3a aHraXXMaHoT Ha nogo6paboTyBayoT(mTe).]
Knaysyna 11 — CtpaHuTe ce cornacyBaaT feka OBOj
n360peH fen of KnaysynaTta Hema fa 6uae BKIyYeH:
[ONUMJIA: YBO3HMKOT Ha mogaTtoum ce corfacysa Aeka
cy6jeKTUTe Ha MogaToumn MoxXe Aa nogHecat Xanbta Ao
He3aBMWCHO TeJ0 3a peLlaBarbe CNOPOBM 6e3 TPOLLOLM 3a
cy6jekTOT Ha nopgartouuTe. Toj Ke M uWHbopmupa
cy6jekTuTe Ha nogaTouuTe, Ha HAYMHOT HaBEeAEeH BO
CTaBoT (), 3a TAKBMOT MexaHW3aM 3a 06ecLUTETYBaHE U
[leka o, HMB He ce 6apa fa ro KopucTaT unu ga cnegart
ofpeAeHa cekBeHLa BO 6apareTo HagoMecT.]

Knaysyna 17 - CTpaHuTe ce cornacysaar geka onuujata
1 gen o knaysynaTa Ke ce NpMMeHyBa Ha HUB:
[ONUMJIA 1: OBue knaysynu ke 6upaT perynmpaHu co
npaBoOTO Ha eflHa Oof 3eMjuTe-4yneHku Ha EY, nog ycnos
TaKBMOT 3aKOH fa [03BOJlyBa NpaBa Ha KOPUCHMLM Ha
TpeTa cTpaHa. CTpaHuTe ce cornacyBaaT fdeka Toa Ke
6uae 3aKOH Ha Ap)XaBaTa BO Koja € OCHOBaH U3BO3HUKOT
Ha nogartouu.]

. Kora nsBo3HWKOT Ha NofaToLm e Co CeauLiTe BO
LBajuapuja, CTpaHuTe ce cornacyBaaT pfeka oOBue
Knaysynu ke 6uaaT perynmpaHu co 3aKOHUTe Ha:
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. When the data exporter is based in Switzerland
the Parties agree these Clauses shall be governed by the
law of:

o} Switzerland (when the data transfer is exclusively
subject to the FADP)
o} North Macedonia (when the data transfer is

subject to both the FADP and the GDPR / applicable law in
North Macedonia)

Clause 18:

(a) Any dispute arising from these Clauses shall be
resolved by the courts of an EU Member State.

(b) The Parties agree that those shall be the courts of the
state in which the data exporter is established.

. When the data exporter is based in Switzerland
the Parties agree that any dispute arising from these
Clauses shall be resolved by the courts of:

o} Switzerland (when the data transfer is exclusively
subject to the FADP)
o} North Macedonia (when the data transfer is

subject to both the FADP and the GDPR / applicable law in
North Macedonia)

(c) A data subject may also bring legal proceedings
against the data exporter and/or data importer before the
courts of the Member State in which he/she has his/her
habitual residence.

. The Parties agree that the term ‘'member state’
must not be interpreted in such a way as to exclude data
subjects in Switzerland from the possibility of suing for
their rights in their place of habitual residence
(Switzerland) in accordance with Clause 18 c.

(d) The Parties agree to submit themselves to the
jurisdiction of such courts.

Specifications relevant to MODULE FOUR: Transfer
processor to controller

Clause 7 — The Parties agree that this clause shall be
included:

Docking clause (a) An entity that is not a Party to these
Clauses may, with the agreement of the Parties, accede to
these Clauses at any time, either as a data exporter or as
a data importer, by completing the Appendix and signing
Annex LA. (b) Once it has completed the Appendix and
signed Annex |.A, the acceding entity shall become a Party
to these Clauses and have the rights and obligations of a
data exporter or data importer in accordance with its
designation in Annex I.A. (c) The acceding entity shall have
no rights or obligations arising under these Clauses from
the period prior to becoming a Party.

Clause 11 — The Parties agree that this optional part of the
clause shall not be included:

[OPTION: The data importer agrees that data subjects may
also lodge a complaint with an independent dispute
resolution body at no cost to the data subject. It shall

o] LBajuapuja (kora MpeHOCOT Ha nojatouu e
UCKNy4YnBoO npesMeT Ha FADP)

o] CeBepHa MakegoHuja (Kora TMpPEHOCOT Ha
nogatouu e npeamet n Ha FADP u Ha GDPR / BaxxeukuoT
3aKkoH Bo CeBepHa MakefoHWja)

Knaysyna 18:

(a) Cekoj crop LWITO Npousneryesa of oBUe Kiay3ynu Ke ro
pellaBaaT CyAoBUTE Ha 3eMja-uneHka Ha EY.

(6) CTpaHuTe ce cornacyBaar feka Toa ce CyAoBUTe Ha
Jp)kaBaTa BO KOja e OCHOBaH M3BO3HMKOT Ha nogaTouMm.

. Kora nsBo3HMKOT Ha NoJaToLm e Co CeauiTe BO
LLisajuapwja, CTpaHuUTe ce cornacyBaat fieka CeKoj crop
WTO npousnerysa of OBMEe KJlay3ynu Ke ro pelsasaat
CyAoBUTE Ha:

o] LBajuapuja (kora MpeHOCOT Ha nojatouu e
UCKNyuymBo npeamMeT Ha FADP)
o] CeBepHa MakegoHuja (Kora TMpPEHOCOT Ha

nogatouu e npeamet n Ha FADP u Ha GDPR / BaxxeukuoT
3aKkoH Bo CeBepHa MakefoHuja)

(B) Cy6jekToT Ha noaaToLy MOXe Ja NnoBefie U npaBHa
nocTtanka MpPOTUB W3BO3HWKOT W/WAN YBO3HMKOT Ha
nogatoun npej CyfoBMTE Ha 3emjaTa-uneHka BO Koja
TOj/Taa MMa BOOGUYAEHO NpecTojyBanumwTe.

. CTpaHuTe ce cornacyBaaT Aeka TepMUHOT
»<3EMja-ufieHKa" He cMee Ja ce TONKyBa Ha TakoB HauyuH
WTO M WUCKJydyyBa CybjeKTUTEe Ha nojatouuM BO
LBajuapuja of MOXHOCTa fa Ty)aT 3a HUBHUTE npasa
BO HMBHOTO MECTO Ha BOOOMYAEHO >KUBEEHE
(LWBajuapwja) Bo cornacHocT co knayayna 18 B.

(r) CtpaHnuTe ce cornacyBaaT fa ce MOTYMHAT Ha
jypucamkumjaTa Ha HaBeAeHWUTE CyLLOBU.

Cneundukauumn peneBaHTHM 3a MOAYJT YETBPTWU:
MpeHoc o 06paboTyBay Ha KOHTPOJIOp

Knaysyna 7 - CTpaHuTe ce cornacyBaaT fAeka oBaa
Knaysyna Ke 6ue BKIyyeHa:

Knaysyna 3a npuknydyBamse (a) Cy6jekT Koj He e CTpaHa
Ha oBMe KraysynuM MOoXe, co gorosop Ha CTpaHuTe, aa
npucTanu KOH OBMe KJlay3yn BO CeKoe BPeMe, Uin Kako
N3BO3HMK Ha NOAATOLM MM KaKO YBO3HUK Ha nogaTtouum,
CO nomnosHyBare Ha [oAaToKOT M MnoTnuwyBame Ha
AHekc |A (6) OTkako Ke ro nonosnHu [oJaTtokoT u Ke ro
notnuwe AHekc A, cy6jeKTOT WTO NpucTanyBa Ke cTaHe
CTtpaHa Ha oBMe Kflay3ynum M Ke rm uMma npasata u
06BPCKUTE Ha M3BO3HWK Ha NMoAaTouM UM YBO3HMK Ha
nojaToLmn BO COrNacHOCT CO HeroBaTa 03Haka BO AHeKC
IA (B) cy6jeKTOT LUTO NpUcTanyBa Hema fa MMa npasa unu
06BpPCKM LUTO Mpou3fieryBaaT off OBME Kfaysynu of
nepuoaoT npepj Aa ctaHe CTpaHa.

Knaysyna 11 - CTpaHuTe ce cornacyBaaT feka OBOj
n360peH fen of KnaysynaTta Hema fia 6uae BKITyYeH:
[ONUMJIA: YBO3HMKOT Ha mogaTtoum ce corfacysa Aeka
cy6jeKTUTe Ha mogaToumn MoxXe Aa nogHecat Xanbta go
He3aBMCHO TeJo 3a peluaBarbe CropoBM 6e3 TPOoLLOoLM 3a
cy6jeKTOT Ha nogatouuTe. Toj Ke M uWHbopmupa
Cy6jeKTUTe Ha nogaTouuTe, Ha HauyMHOT HaBedeH BO
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inform the data subjects, in the manner set out in
paragraph (a), of such redress mechanism and that they
are not required to use it, or follow a particular sequence
in seeking redress.]

Clause 17:

These Clauses shall be governed by the law of a country
allowing for third-party beneficiary rights. The Parties
agree that this shall be the law of the state in which the
data exporter is established.

. When the data exporter is based in Switzerland
the Parties agree these Clauses shall be governed by the
law of:

o} Switzerland (when the data transfer is exclusively
subject to the FADP)
o} North Macedonia (when the data transfer is

subject to both the FADP and the GDPR / applicable law in
North Macedonia)

Clause 18:

Any dispute arising from these Clauses shall be resolved
by the courts of the state in which the data exporter is
established.

. When the data exporter is based in Switzerland
the Parties agree that any dispute arising from these
Clauses shall be resolved by the courts of:

o} Switzerland (when the data transfer is exclusively
subject to the FADP)
o} North Macedonia (when the data transfer is

subject to both the FADP and the GDPR / applicable law in
North Macedonia)

ANNEX |
A LIST OF PARTIES
MODULE THREE: Transfer processor to processor

MODULE FOUR: Transfer processor to controller

Data exporter(s): [Identity and contact details of the data
exporter(s) and, where applicable, of its/their data
protection officer and/or representative in the European
Union]

1. Name: Tera Communications DOOEL and its affiliates
as listed in the “Subsidiary companies” section on LINK
Mobility sub-processors list - LINK Mobility International
(https://linkmobility.com/list/).

Address: 25 11-ti Oktomvri St, office — 705 / floor 7,
Skopje, North Macedonia and its affiliates’ addresses as

listed in the “Subsidiary companies” section on LINK

CTaBoT (a), 3a TaKBMOT MeXxaHM3aM 3a 06eCLUTETYBaHE U
Jeka ofi H/B He ce 6apa Aa ro kopucraT wunu ga cnegat
oflpefieHa cekBeHLa BO 6aparbeTo HajoMecT.]

Knaysyna 17:

OBuve knaysynu Ke 6upaaT perynmpaHn co 3aKoHWUTe Ha
3emjaTa WTO A03BOJIyBa NpaBa Ha KOPWUCHULUM Ha TpeTa
cTpaHa. CTpaHuTe ce cornacyBaaT geka Toa Ke 6uae
3aKOH Ha Ap)XaBaTa BO Koja € OCHOBaH M3BO3HMKOT Ha
nogatoum.

J Kora n3Bo3HUKOT Ha MoJaToLm e Co CeauliTe BO
LBajuapuja, CTpaHuTe ce cornacyesaaT pfeka oOBUe
Knaysynu ke 6uaaT peryimpaHu co 3aKoHUTe Ha:

o] LBajuapuja (kora MpeHOCOT Ha nojatouu e
UCKNyuymBo npeamMeT Ha FADP)

o] CeBepHa MakegoHuja (Kora TMpPEHOCOT Ha
nogatouu e npeamet n Ha FADP u Ha GDPR / BaxxeukuoT
3aKkoH Bo CeBepHa MakefoHWja)

Knaysyna 18:

Cekoj crnop WITO npousnerysa of OBMWe KNay3ynun Ke ro
pelwaBaaT CyfOBUTe Ha Ap)KaBaTa BO Koja e OCHOBaH
N3BO3HWUKOT Ha nojaToum.

. Kora n3Bo3HMKOT Ha NoAaTtoLm e co CeauLLTe BO
LliBajuapwmja, CTpaHuTe ce cornacyBaaT feka Cekoj criop
WTO Mpouvsnerysa of, OBMEe KJlay3ynu Ke ro pellaBaat
cyfoBuTe Ha:

o LWBajuapuja (kora nMpeHocOT Ha nojaTouu e
UCKNyuMBO NpeaMeT Ha FADP)
o CeBepHa MakenoHuja (Kora mMpPeHOCOT Ha

nogatouu e npeameT n Ha FADP u Ha GDPR / BaxkeuykuoT
3aKkoH Bo CeBepHa MakefioHWja)

AHEKC |

A CMNCOK HA CTPAHM

MOAYN  TPET: TlpHoc of o6bpab6oTyBay Ha
o6paboTyBayoT

MOAYNn YETBPTU: T[peHoc of ob6paboTyBay Ha
KOHTpOJIop

M3BoaHuk(umM) Ha nogatoum: [MaeHTuTeT M feTanu 3a
KOHTaKT Ha U3BO3HMKOT(MTE) Ha NOAATOLM U, Kaje LUTO e
MPUMEHIMBO, Ha HEroBUOT/HUBHUOT CHyXOeHNK 3a
3aWTMTa Ha nojatouM  W/MAn - NpeTCTaBHUK  BO
Esporickara yHuja]

1. Ume: Tepa KomyHukaumm [OOOEJST u HejsuHuTe
dbunujanu Kako WTO ce HaBefeHW BO AenoT ,[pywTBo-
NOAPY>XHULM" Ha CMMCOKOT Ha nopobpaboTyBauu Ha
JINHK Mobunutn - JIMHK Mo6unutn WHTepHewwHN
(https://linkmobility.com/list/).

Appeca :yn. 11-tn OktomBpw 6p . 25, KaHuenapuja — 705
/ kat 7, Ckonje, CeBepHa MakefoHuja n agpecuTte Ha
Hej3aHUTe NOAPYXKHULIM KaKO LUTO € HaBeLeHO BO AeNoT
LT TOAPY>XXHULUM" Ha CMMCOKOT Ha MNojo6paboTyBauyM Ha
JIMHK Mo6bunntn - JIMHK Mobunutn WHTepHewHn
(https:// linkmobility.com/list/).
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Mobility sub-processors list - LINK Mobility International
(https://linkmobility.com/list/).

Contact person’s name, position and contact details:

. Jan Wieczorkiewicz, DPO (for inquiries related to
services provided to data subjects based outside Bulgaria,
Romania and North Macedonia) . Martin
Gospodinov, DPO (for inquiries related to services
provided to data subjects based in Bulgaria Romania and
North Macedonia)

. +48601690816 - +359893341262

. jan.wieczorkiewicz@linkmobility.com and

dpo@linkmobility.com .
martin.gospodinov@linkmobility.com and

dpo@linkmobility.com

Activities relevant to the data transferred under these
Clauses: provision/use of communication services
towards recipients

Role (controller/processor): processor(s).

Data importer(s): [Identity and contact details of the data
importer(s), including any contact person with
responsibility for data protection]

Specifications relevant to MODULE THREE: Transfer
processor to processor

1. Name: [name of Sub-processor in Third Country] as
listed (if listed) in LINK Mobility sub-processors list
(https://linkmobility.com/list/)

Address: [address of Sub-processor in Third Country] as
listed (if listed) in LINK Mobility sub-processors list
(https://linkmobility.com/list/)

Contact person’s name, position and contact details:
[details of the contact person of Sub-processor in Third
Country] as listed (if listed) in LINK Mobility sub-
processors list (https://linkmobility.com/list/)

Activities relevant to the data transferred under these
Clauses: provision/use of communication services
towards recipients

Role (controller/processor): processor

Specifications relevant to MODULE FOUR: Transfer
processor to controller

2. Name: Name of the Customer under the meaning of the
GTCs

Address: address of the Customer provided as contact
information in the Customer’s Account according to the
GTCs

Contact person’s name, position and contact details: as
provided by the Customer in the contact information in the
Customer’s Account according to the GTCs

MmMe, nosuumja 1 nogaTtounm 3a KOHTaKT Ha NMUETO 3a
KOHTaKT:

. Jan Bueuopkuesuy, [OMNO (3a npawama
MOBP3aHU CO YCNyruTe AafeHn Ha Cy6jeKTu Ha moaaToLm
co ceguuwTte Hagsop of byrapuja, PomaHuja n CeBepHa
MakegfoHuja) . MapTuH [ocnoauHos, AMO
(3a npalarba MOBP3aHU COo YCYru flafieHn Ha cy6jeKTu Ha
nogaToum co ceguwTe Bo byrapuja, PomaHuja n CesepHa

MakegfoHuja)

. +48601690816 - +359893341262

. jan.wieczorkiewicz@linkmobility.com "

dpo@linkmobility.com .
martin.gospodinov@linkmobility.com "

dpo@linkmobility.com

AKTUBHOCTM peneBaHTHM 3a MojaTouuTe MpEeHEceHU
crnopepn OBMe KJay3ynu: ob6e3bepyBarbe/ynoTpeba Ha
KOMYHMKALMCKMN YCNYry KOH NpuMaTtenute

Ynora (koHTponop/o6pa6oTyBauy): O6pa6oTyBau(u).

YBosHuK(umM): [MaeHTUTET M fgeTanM 3a KOHTaKT Ha
YBO3HULMTE Ha NoAaToLM, BKJTYYUTESTHO U CEKOoe finLie 3a
KOHTAaKT OJrOBOPHO 3a 3aluTUTa Ha nogarouute]

Cneundukauun peneBaHTHM 3a MOLYJ1 TPET: lMNMpeHoc
06paboTyBay Ha o6paboTyBay

1. Ume: [ume Ha noTo6paboTyBayoT BO TpeTa 3eMja] Kako
WTO € HaBeAeHo (ako e HaBeAeHO) BO CMUCOKOT Ha
noto6paboTyBaun Ha LINK Mobility
(https://linkmobility.com/list/)

Agnpeca: [agpeca Ha NoTo6paboTyBayoT BO TpeTa 3emja]
KaKo LITO e HaBefeHO (aKko e HaBefleHO) BO CMUCOKOT Ha
noto6paboTyBaun Ha LINK Mobility
(https://linkmobility.com/list/)

Mme, nosvumja M geTanu 3a KOHTAKT Ha JiMLeETO 3a
KOHTaKT: [#eTanu 3a JfMUETO 3@ KOHTaKT Ha
Mopo6paboTyBayoT BO TpeTa 3emja] Kako WTO €
HaBeAeHo (OQOKONKY e HaBefAeHO) BO CMUCOKOT Ha
noto6paboTyBaun Ha LINK Mobility
(https://linkmobility.com/list/)

AKTUBHOCTM peneBaHTHM 3a MogaTouuTe MpEeHEeceHn
criopef, oBue KJay3ynu: obesbefyBarbe/ynotpeba Ha
KOMYHMKaLMCKMN YCNYr KOH NpuMarenure

Ynora (KoHTponop/o6pa6oTyBay): o6paboTyBay

Cneundvkaumm peneBaHTHM 3a MOLYJNT YETBPU:
MpeHoc o6paboTyBay Ha KOHTPOOP

2. Nme: Ume Ha KnneHToT nof 3Havyere Ha 00Y

Appeca: agpeca Ha KnueHTOT pajeHa KakO KOHTaKT
HOpMaLum BO CMeTKaTa Ha KNMeHTOoT cnopeg, O0Y
Mme, nosuumja n petann 3a KOHTaKT Ha fvueTo 3a
KOHTaKT: KakKo LWTO e HaBeAeHO of KIMeHTOT BO KOHTaKT
nHdopmMaummTe BO CMeTKaTa Ha KnueHToT cnopeg O0Y.
AKTMBHOCTM peneBaHTHW 3a MogatouuTe MNpeHeceHu
crnopep OBMe Kiay3ynu: ob6e3bepyBarbe/ynoTpeba Ha
KOMYHWMKaLIMCKN YCNYrn KOH NpumaTenute

LINK Data Processing Agreement — Version 1.43




Activities relevant to the data transferred under these
Clauses: provision/use of communication services
towards recipients

Role (controller/processor): controller

B. DESCRIPTION OF TRANSFER

MODULE THREE: Transfer processor to processor
MODULE FOUR: Transfer processor to controller
Categories of data subjects whose personal data is
transferred

. Regarding MODULE THREE:
o} The categories defined by data exporter's
Customer. The processing involves processing of

personal data related to end-users of data exporter’s
Customer (recipients and/or senders of messages
depending on the data exporter's Customer use of the
services under the applicable service agreement).

. Regarding MODULE FOUR:

o} The categories defined by data
importer/controller. The processing involves processing
of personal data related to data importer's/controller's
end-users (recipients and/or senders of messages
depending on the importer's/controller's use of the
services under the applicable service agreement).

Categories of personal data transferred

The personal data transferred concern the following
categories of data:

. Basic Personal Data, such as name, contact
details such as email, phone number etc.

. Location data, such as GPS, Wi-Fi location data
and location data derived from data exporter's network
(that is not traffic data as defined below).

. Traffic data: personal data processed in relation
to the conveyance of communication on an electronic
communications network or billing thereof.

. Data related to content of communication, such

as e-mails, voice mails, SMS/MMS, browsing data etc.

Sensitive data transferred (if applicable) and applied
restrictions or safeguards that fully take into consideration
the nature of the data and the risks involved, such as for
instance strict purpose limitation, access restrictions
(including access only for staff having followed
specialized training), keeping a record of access to the
data, restrictions for onward transfers or additional

security measures.

Ynora (KOHTponop/06paboTyBay): KOHTPOJIOP

b. Onunc HA TPAHCOEP

MOZLYJ TPET: NpeHoc obpaboTyBay Ha o6paboTyBay
MOLYJT YETBPTW: MNpeHoc 06paboTyBay Ha KOHTPOJIOP
KaTteropMnm Ha Cy6jeKTM Ha MOAATOUM UYUWU  JIMYHM
nojartoLm ce npeHecyBaat

. Bo ogHoc Ha MOAYJ1 TPET:

o Kateropunte peduvHUpaHu of KIMEHTOT Ha
M3BO3HUKOT Ha nogatoun. O6paboTkaTa BKJyvyBa
06paboTKa Ha NIMYHWU MoJaToLM MOBP3aHU CO KpajHuUTe
KOPUCHULM Ha KNIMEHTOT Ha M3BO3HWKOT Ha mogaTouu
(MpMaum n/unu ncnpakayum Ha NOPaKu BO 3aBUCHOCT Of
KOPUCTEHETO Ha YCNyruTe of CTpPaHa Ha KJIMEHTUTe Ha
M3BO3HUKOT Ha MojaTouu Cropes BaXXeYKMOT [OroBop

3a ycnyru).
. Bo ogHoc Ha MO YJT YETBPTHU:
0 KaTteropuute aed@uHupaHm o4

YBO3HWUKOT/KOHTPONIOPOT Ha nopaToun. O6paboTkaTa
BK/lydyBa 06paboTKa Ha JIMYHU NOAATOLM MOBP3aHU CO
KpajHUTe  KOPUCHULUM Ha  YBO3HWKOT/KOHTPOSIOPOT
(npumauu u/vnu ucnpakadv Ha Nopaku BO 3aBUCHOCT 0f
KOPUCTEHETO  Ha  ycniyruTte oA  CTpaHa  Ha
YBO3HUKOT/KOHTPOJIOPOT CMOPES BaXKe4KUOoT OroBop 3a
ycnyru).

KaTeropuu Ha npeHeceHu NMYHM nogaToum
MNpeHeceHWTe NWMYHM nojAaToLM Cce OofHecyBaaT Ha
cllefHUTe KaTeropum Ha nogaTouu:

. OCHOBHM NNYHM MOAATOLM, KaKO LUTO Ce MME,
[eTann 3a KOHTaKT KaKo LITO ce e-nowiTa, TenedoHCKM
6pOj UTH.

. Mopatoumn 3a nokauuja, Kako wTto ce GPS,
nogaToum 3a nokaumja Ha Wi-Fi n nogatouwn 3a nokauuja
[o6MeHn o MpeXXaTa Ha U3BO3HMKOT Ha nofartoum (Toa
He ce coobpaKajHu MojaTouM Kako WTo e aeduHUpaHo
nopony).

. MogatounM 3a coobpakaj: JIMYHM MojaToum
06paboTeHN BO BpCKa CO NpeHecyBakb-e Ha KOMyHMKauumja
Ha eneKTpoHCKa KOMYHMKaUuuUCKa MpeXa Wanm HUBHa
Hannarta.

. MopgaTtoun nNOBpP3aHM CO coAp)XuMHATa Ha
KOMYHMKaLuMjaTa, Kako LUTO Ce e-MOoLUTa, FTOBOPHM NOpaKM,
SMS/MMS, nogatoum 3a NpenucTyBame UTH.
MNpeHeceHn  uyBCTBUTENHM  nogatoum (ako e
MPUMEHSIMBO) W  TMNPUMEHETU OrpaHuuyyBarba WK
3alUTUTHU MEpPKM KOM LENIOCHO ja 3emaaT npeasuj
npupoaarta Ha nogatounte n BKIy4YeHUTe puUsnLn, Kako
IITO Ce Ha MpMMEpP OrpaHuMyyBake Ha cTporaTta uen,
orpaHuyyBamba 3a npuctan (BKJyvyBajKu npucTan camo
3a nepcoHan Koj cnefen creuujanusvpaHa o6yka),
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. If applicable to the specific service - special
categories of personal data, such as data revealing racial
or ethnic origin, political opinions, religious or
philosophical beliefs, trade union membership or health
data.

Other data according to Scope document , as applicable.
The frequency of the transfer (e.g. whether the data is
transferred on a one-off or continuous basis).

. continuous basis

Nature of the processing

. Regarding MODULE THREE:
o} Personal data will be processed by data

exporter's Customer entering the data into data exporter’s
or data importer's platform, either through its access to
said platform, or by providing data to data exporter’s or
data importer's employees in order for them to enter data
to the data exporter's Customer’s area of the platform. The
processing includes deriving statistical data related to the
provision of the services — such as delivery statuses and
other information prescribed under the service contract
between data exporter and data exporter's Customer. The
data will further be processed in order for messages to be
set up as required by data exporter’s Customer, and the list
of recipients to be correct, before the process for sending

the defined messages to the defined recipients is initiated.

. Regarding MODULE FOUR:
o} Personal data will be processed as a result of

entering the data by data importer or data importer’s client
into data exporter’s platform, either through its access to
said platform, or by providing data to data exporter's
employees in order for them to enter data to the data
importer or data importer’s client’s area of the platform.
The processing includes deriving statistical data related to
the provision of the services — such as delivery statuses
and other information prescribed under the service

contract between data exporter and data importer. The

yyBatbe €BWAEHUMja 3a npuctan Ao nojaTouuTe,
orpaHuWyyBatba 3a MOHATAMOLLIHW TpaHchepn unm
OOMOSTHUTENHU 6e36e4HOCHU MEPKM.

. [1OKONKY e NPMMEHNNBO 3a KOHKpeTHaTa ycnyra
- MOCe6HM KaTeropun Ha JIMYHU NMoJaToLM, Kako LTo ce
noAaToLM KoM OTKPMBaaT PacHO UM €THUYKO MOTEKJIO,
MOJINTUYKM MUCTEHA, PENIUTMO3HU UM GUNo3odcKu
ybeflyBatba, YIEHCTBO BO CUMHAMKAT WAW 34PaBCTBEHM
nogaToum.

[pyrv nopatoum cnopepf LOKYMEHTOT Scope, Kako LUTO e
NMPUMEHJIMBO.

dpekBeHLMjaTa Ha NpeHOCOT (Ha Mp. ganu nogatouuTe
ce npeHecyBaaT Ha efHOKpaTHA WM KOHTWMHyMpaHa
OCHOBA).

. KOHTMHYMpaHa OCHOBa

Mpupoaa Ha obpaboTka

. Bo ogHoc Ha MOAYJ1 TPET:

o) JInyHuTe nogatoum Ke 6uaaT o6paboTeHN of
CTpaHa Ha K/IMEHTOT Ha M3BO3HWKOT Ha NoAaToLM KOj v
BHecyBa nogaTouuTe BO nnaTdopmarta Ha M3BO3HUKOT
WM YBO3HMKOT Ha MnojaTouu, WMAW NPeKy HeroBuoT
npuctan [o cnomeHataTa nnaathopma, MM MpeKy
o6esbefyBarbe MojaTouM Ha  BpaboTeHWTe  BO
M3BO3HUKOT Ha NoAaToOLUM WM YBO3HUKOT Ha nogaToum
CO Uen TMe Aa BHecaT nojatouu Bo nnatdopmarta Ha
M3BO3HUKOT Ha nogaTouu. O6nacta Ha KAWEHTOT Ha
nnatdopmata. O6paboTkaTa BKJlyYyBa MW3BNEKYBaH€
CTaTUCTMYKKU nojaTouM MoBp3aHu co 06e36efyBaHeTO
Ha ycnyruTe — Kako LUTO ce CTaTyCuW Ha ucnopaka 1 apyru
uHbopMaLMM NponuIaHn co A[OroBOPOT 3a YyCNyru
noMery W3BO3HMKOT Ha MoJaTouM W KAWEHTOT Ha
M3BO3HWUKOT Ha nogaTtouu. MogaTtouute [OMNONHUTENHO
Ke ce obpaboTyBaaT CO Lien nopakuTe Aa ce nocrasat
KaKo LWTO 6apa K/IMEHTOT Ha M3BO3HMKOT Ha NojaTouu, a
nMcTaTa Ha npuMauu aa 6uae TouHa, npeq Aa 3arnoyHe
MpoLecoT 3a Ucnpakarbe Ha AepUHMpaHUTe Nopakn Lo
JedurHUpaHMTe Npumaun.

. Bo ogHoc Ha MOYJ1 HETBPTWU:

o JInyHuTe nopatoum Ke ce ob6paboTyBaaT Kako
pesynTaT Ha BHeCyBabe Ha MojaTouuTe of, CTpaHa Ha
YBO3HWKOT Ha NoaToLM WU KIIMEHTOT Ha YBO3HWUKOT Ha
noaatoun BO nnaTd)opmaTa Ha U3BO3HUKOT Ha
nogatoun, OwWNO Npeky HeroBMoT npuctan Ao
cnoMeHaTaTa nnatdopma unM npeky o06e36eayBame
nofaTouun Ha BpaboTeHUTe Ha U3BO3HMKOT Ha nogaToum
€O Len TMe Aa BHecaT nogaToum Bo nogaTouuTte. o6nacta
Ha nnatdopmarta Ha KJ/MEHTOT Ha YBO3HMKOT WK
YBOSHMKOT Ha nogaTtoun. O6paboTkaTa BKJ/yyyBa
U3BNEeKyBatbe CTATUCTMYKM MOJaToOLM MOBP3aHUM CO
06e36eyBarbe€TO Ha YCNyrMTe — KaKo LUTO ce CTaTycu Ha
ucriopaka W Apyru uHbOpMauMM  MPOMULLIAHW CO
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data will further be processed in order for messages to be
set up as required by data importer or data importer's
client, and the list of recipients to be correct, before the
process for sending the defined messages to the defined
recipients is initiated.

Purpose(s) of the data transfer and further processing

. Regarding MODULE THREE:
o} Fulfilment of data exporter's Customert’s

requirements for communication towards recipients.

. Regarding MODULE FOUR:
o} Fulfillment of data importer or data importer’s
client's requirements for communication towards

recipients.
The period for which the personal data will be retained, or,

if that is not possible, the criteria used to determine that
period

. The processing will continue for the duration of
data importer’s contract with data exporter. Personal Data
shall be retained for as long as it is necessary to fulfil the
purposes for processing.

For transfers to (sub-) processors, also specify subject
matter, nature and duration of the processing
. As described respectively above.

C. COMPETENT SUPERVISORY AUTHORITY
MODULE THREE: Transfer processor to processor

Identify the competent supervisory authority/ies in
accordance with Clause 13

. The supervisory authority with responsibility for
ensuring compliance by the data exporter with Regulation
(EU) 2016/679 is the one competent in the state in which

the data exporter is established

. When the data exporter is based in Switzerland
the parties establish a parallel supervision:
o The Federal Data Protection and Information

Commissioner (FDPIC), insofar as the data transfer is
governed by the FADP

o} The Personal Data Protection Agency of North
Macedonia, insofar as the data transfer is governed by the
GDPR or applicable law in North Macedonia

ANNEX I

TECHNICAL AND  ORGANISATIONAL  MEASURES
INCLUDING TECHNICAL AND ORGANISATIONAL
MEASURES TO ENSURE THE SECURITY OF THE DATA

[IOroBOPOT 3a YCyry Nomery UsBO3HUKOT Ha NMOAaTOLM U
YBO3HWKOT Ha nogatouu. MNMogaTounTe AONOMHUTENHO Ke
ce obpaboTyBaaT CO Lien nopakute aa 6uaat nocTaBeHM
KaKo LUTO 6apa YBO3HUKOT Ha NoAaToLM UM KIIMEHTOT Ha
YBO3HMKOT Ha MogaTtouu, a nMctata Ha npumartenu ga
6uge ToYHa, Npes Aa 3anoyHe MpoLecoT 3a UcnpaKarbe
Ha aepuUHMpaHNTe Nopaku Ao AePUHUPAHUTE NPUMaYN.

Len(n) Ha npeHoc Ha nogaTouuM M MOHaTaMoOLIHA

obpaboTka

. Bo ogHoc Ha MO Y1 TPET:

o] UcnonHyBarbe Ha GaparbaTa Ha KJIMEHTOT Ha
W3BO3HWKOT Ha nojatouM 3a KOMYyHuKauumja co
npumayuTe.

. Bo ogHoc Ha MOYJT1 YHETBPTMU:

o] UcnonHyBarbe Ha GaparbaTa Ha KJIMEHTOT Ha
YBOSHUMKOT  WIM  YBO3HMKOT Ha nojgatounm 3a

KOMYHMKaLMja Co NpuMaymTe.

MepropoT 3a KOj Ke ce yyBaaT NMMYHMTE NOJATOLM UMK,
[OKOJIKY TOa He €& MOXHO, KpUTepuymuTe LWTO ce
KopucTaT 3a oApeayBarbe Ha TOj NEPUOA,

. O6paboTkata Ke nNpoAo/HKM Jojeka Tpae
[OroBOPOT Ha YBO3HUKOT Ha MOAATOLM CO M3BO3HMKOT Ha
nogatouun. JIMYHWTe nopaTouM Ke ce 4yBaaT OHOJIKY
JONro KOMKY WTO e MOTPebHO 3a MCMOJSIHyBake Ha
uenuTe 3a o6paboTKa.

3a npeHoc Ha (nog)o6paboTyBayn, UICTO Taka HaBegeTe
ro npegMeToT, npupojaTa M BpeMeTpaereTo Ha
obpaboTkaTa

. Kako WTo e onuLwaHo cooABETHO NMorope.

B. HAONEXEH HAO30PEH OPIr'AH

MOLYNT TPET: [Mpedpnete ro o06paboTyBayoT Ha
06paboTyBayoT

/HW HaJNEXHWOT Hal30peH OpraH/ v BO COTMacHOCT CO
Knaysyna 13

. HapsopHMoT opraH Koj € OoAroBopeH 3a
06e36eayBarbe YyCOrnaceHoCT 0f, CTpaHa Ha U3BO3HUKOT
Ha nopatouM co PerynatuBata (EY) 2016/679 e
HaNleXXeH BO Ap)kaBaTa BO KOja € OCHOBaH U3BO3HUKOT
Ha nogartouu

. Kora U3BO3HWKOT Ha NOAATOLM € CO CeauLLITE BO

LlBajuapwuja, cTpaHMTe BOCMOCTaByBaaT napanefeH
Hazsop:
o QdepepanHMOT KOMecap 3a 3awTuta Ha

nogaTtoum u uHdopmauum (FDPIC), LOKOSIKY MPEHOCOT Ha
nopgarouuTte e perynupaH og FADP

o AreHumjaTa 3a 3aliTUTa Ha IMYHKM NOAATOLUM Ha
CeBepHa MakeaoHuja, [OKOSIKY  MPEHOCOT  Ha
nogatouuTe e perynupaH co GDPR nnun BaxxeuknoT 3aKOH
Bo CeBepHa MakefoHuMja
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MODULE THREE: Transfer processor to processor

EXPLANATORY NOTE:
The technical and organisational measures must be

described in specific (and not generic) terms. See also the
general comment on the first page of the Appendix, in
particular on the need to clearly indicate which measures
apply to each transfer/set of transfers.

Description of the technical and organisational measures
implemented by the data importer(s) (including any
relevant certifications) to ensure an appropriate level of
security, taking into account the nature, scope, context and
purpose of the processing, and the risks for the rights and
freedoms of natural persons.

Description of the technical and organisational security
measures:

. Respectively applies the Security document .

For transfers to (sub-) processors, also describe the
specific technical and organisational measures to be
taken by the (sub-) processor to be able to provide
assistance to the controller and, for transfers from a
processor to a sub-processor, to the data exporter

. Respectively applies the Security document.

In the case of discrepancy between the English and
Macedonian text, the English text shall prevail.

AHEKC Il

TEXHUYKHN n OPTAHUSALIMCKM MEPKU
BKITYYNTENTHO TEXHUYKWM U OPrAHU3ALMCKMU
MEPKW 3A OCUTYPYBAHLE HA BE3BEOHOCTA HA
MOOATOLMTE

MOZLYJ1 TPET: NpeHoc o6paboTyBay Ha o6paboTyBay

3ABEJIELLKA 3A OBJACHYBAHGE:

TexHWYKUTE M OpraHM3auncKuTe Mepku Mopa aa éugat
onuwaHn co crneunduyHn (a He reHepuyKmn) TEPMUHW.
BuaeTe ro v onwTMOT KOMEHTap Ha NpBaTa CTpaHuLa of,
[opaTokoT, ocobeHo 3a noTpe6aTa jacHO Aa ce HaBefe
KOW MepKMW ce NpuMMeHyBaaT 3a CeKoj TpaHcdep/ceT Ha
TpaHcdepw.

Onnc Ha TEXHUYKNUTE N OpraHM3auUMCKUTE MEPKM LWITO v
cnpoBeayBa YBO3HMKOT(MTE) Ha nogaTouu (BKIydyBajKu
T U CUTe pesieBaHTHU cepTuduKaTu) 3a Aa ce 06e3beam
COOZBETHO HMBO Ha 6e36efHOCT, 3eMajKu M npeaBus
npupogarta, OMNCEroT, KOHTEKCTOT W LUenTa Ha
obpaboTkaTa U pusuuuTe 3a npaeaTta M cnoboauTe Ha
Gu3nyKknTe Nnua.

Onnc Ha TeXHWYKUTE U opraHM3auucKuTe 6e36eLHOCHU
MepKM:

. CooaBeTHO ce npuMeHyBa besbeagHOCHMOT
LOKYMEHT .

3a npeHocu po (nop)ob6paboTyBauu, onulLETE U WU
cneunduyHUTE TEXHUYKM U OpraHMU3aunCKu MEpKMU LUTO
Tpeba aa ru npeseme (noa)o6paboTyBayoT 3a Aa MOXe
Ja My MOMOFHe Ha KOHTPOJIOPOT W, 3a MpeHOCU of
o6paboTyBay A0 Nofo6paboTyBay, A0 M3BO3HMKOT Ha
nogatoum

. CoopBeTHO ce npuMeHyBa beabegHoCHMOT
LOKYMEHT .

Bo cnyuyaj Ha HecoBnararbe MOMery aHIIUCKUOT W
MaKeZJOHCKMOT TEKCT, NpeoBnaZyBa aHrIMCKUOT TeKCT.
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