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CnopasymeHue 3a 06paboTBaHe Ha JIMYHK AaHHM NOo NpefocTaBsiHe Ha CbobwuTenHu yenyru ot JIMHK /
Data processing agreement for LINK's provision of messaging services

CurypHocT Ha 06paboTBaHeTO (Bepcus Ha 6brapcku esnk):

OnucaHne Ha TEXHUYECKU U OPraHU3aLuOHHU MEPKH:
UT nonutnkmn n npakTKn 3a CUrypHOCT

1. JIMHK nogabpxa v cnegsa NT NOAUTUKM U NPAKTUKMN 3@ CUTYPHOCT, 3aAb/KUTENHU 3a cryxuTenuTe Ha JINHK.

2. JINHK npepasrnexga nonutukute cun 3a UT CUrypHOCT Hal-Manko BeAHbX roANULLIHO, KakKTo U U3MEHS U/unn
JOMbJIBa CbLUMTE, KOraTo CMETHE 3a He06X0ANMO, 3a NoAAbPIKAHE 3aluMTaTa Ha JIMYHUTE JaHHMU.

Cna3BaHe Ha 3aliMTaTa OT C/IYXKNTENN
3. JIMHK npwnara cuctema OT OpraHU3aLMOHHU MEPKU CrpsMo GuU3nYecknTe nuua, KoMTo o06paboTBaT NYHU
naHHu. MepcoHansbT Ha JIMHK e anbxxeH ga:
. nosHasa [1pnnoXXMMoOTO 3aKOHOAATESNICTBO;
. nosHaBa OTHOCMMaTa KbM Ycnyrata nonutuka 3a nosepuTenHocT Ha JIMHK u ykasaHusTa 3a
HEMHOTO npunaraxe;
. cra3Ba MOBEPUTENHOCTTA M 3aluMTaTa Ha JIMYHUTE AaHHU;

4.  JIMHK npunara Mepku 3a 3alluTa Ha IMYHUTE faHHW, rapaHTupaLiy AocTbna A0 TakMBa AaHHW caMo Ha nuua,
YNUTO CNYXKEBHU 3abIKEHUS UM KOHKPETHO Bb3/I0XKEHA 3ajjaya 3a U3MbJ/IHEHWE Ha YcnyraTa HanaraTt TakbB
JOCTbM, MpU cna3BaHe Ha NpuHuuna ,HeobxoamMmocT aa 3Hae”.

®dusnyecka 3alyuTa Ha KOHTPOJ Ha foCTbna

5. JIMHK nopaabpXa noAxoAsl, KOHTPON BbpPXy (GU3NYECKUss AOCTbMN 4Ype3 CUCTeMA OT TEXHUYECKU U
OpraHusauMoHHM MepKM 3a npefoTBpaTABaHe Ha HeoTopu3MpaH JAOCTbN A0 Crpagu, MNOMELLEHUA W
CbOPDBXEHUS, B KOMTO ce 06paboTBaT JIMYHWM AaHHU HA AAMUHMCTpaTopa. Tasu ¢puanyecka CUIypHOCT ce
npunara 3a KOHTPOSMPaHU LEHTPOBE 3a JaHHN U KOHTPOIMPaHN 30HU U NMOMELLEHWUSA, KbAETO Ce CbXpaHsBat
Wn No ApYr HauyMH 06paboTBaT NINYHUTE AaHHM Ha AAMUHKUCTpaTopa.

6. JIMHK cnasBa cnefgHMTE MUHUMaHWU OpraHN3aLnoOHHN MepKK Ha Gpusnyecka 3almra:

. 060C06s1Ba 30HM C KOHTPOJIMPAH AOCTbIN 32 CbXpaHeHue U Apyra o6paboTka Ha IMYHWU JaHHMK;

. 060Cc06s1Ba 30HM C KOHTPOJIMPaH AOCTbIM, B KOUTO ce pasnoniarat e1leMeHTUTE Ha KOMYHUKALMOHHO-
MH(OPMaLMOHHUTE CUCTEMU 32 06pabOTBAHE Ha IMYHU AaHHW;

. noaabprka CUCTEMU U NOIMTUKM 3@ OpraHn3aums Ha GU3NYecKusi JOCTbM, BKJ1. U HA BbHLUHMW NTML3;

. ocurypsiBa TEXHMYECKM CPeACcTBa 3a PU3nyecka 3alumTa;

. OCUrypsiBa eKun 3a pearmpaHe B C/lydail Ha HapyLUeHWe Ha CUTYPHOCTTa Ha JIMYHUTE JaHHMU.

7. [ocTbmbT A0 UEHTPOBETE 3a AaHHU U KOHTPONMPaHUTE 30HM B LIEHTPOBETE 3a AaHHW, B KOUTO MMa JINYHU
JaHHW Ha ADMUHUCTPATOPa, € OrpaHMYeH crnopes AJTbXXHOCTTa Ha CbOTBETHUS cnyxuten Ha JIMHK.

8. BcsAko nuue, koeTo Bnese B LEHTPOBETE 3@ JA@HHU UM KOHTPONMPAHUTE 30HWU B LIEHTPOBETE 3a AaHHU, ce
perucTpupa npu BAu3aHe B MOMELLEHUATa, UAeHTUhMUMPpaiKn ce, U ce NpuapyXaBa OT YMb/IHOMOLLEH/M
cnyxuten/u Ha JIMHK. Bcsika oTopusauumsa 3a AOCTbI, Cce NiaHvMpa npeasapuTesiHO U U3MCKBa 0f06peHune oT
yMbAHOMOLLEH cnyxuTten Ha JINHK.

9. JIMHK B3uma npepnasHu Mepky, 3a 3alimTa Ha Guanyeckata MHPPaACTPYKTypa Ha LIEHTpoBeTe 3a AaHHU OT
3ansaxu, KakTo eCTeCTBEHW, Taka U B pe3y/iTaT Ha YoBeLLKa HaMeca.

3awyura Ha JOKyMeHTUTe

10. JIMHK npunara noaxofsiwa AOKyMeHTanHaTa 3aluMta KaTo CUCTeMa OT OpraHusauMOHHW MepKu npu -
06paboTBAHETO Ha INYHM AaHHU Ha XapTUEH HOCUTEN.

11. JIMHK cnasBa cnegHUTe MUMHMMaNHU MepKun Ha JOKyMeHTanHarta sawura:

. cb3aaBa v nogabprka NosMTUKa 3a AOCTbM;

. pernameHTMpa foCTbNa A0 PErncTpuTe;

. Ccb3faBa 1 NoaabpiKa NpoLeaypuy 3a YHULLOXKaBaHe Ha IMYHUTE JaHHW.
UT cucremu n curypHocT Ha Mpexxata

12. NIMHK npunara 3awuta Ha aBTOMAaTU3MPaHWTE MH(OPMALMOHHM CUCTEMM M MPEexXM, Ypes cucTeMa OT
TEXHUYECKM U OpraHM3alMOHHM MEpPKM 3a 3aliuMTa OT HeperjlaMeHTMpaH AOCTbMN M 06paboTka Ha NNYHUTE

JaHHW.
13. JIMHK cnasBa cnefHUTe MUHUMaNHU MEPKM 3a 3alUTa Ha aBTOMaTM3upaHuTe UHOOPMALMOHHU CUCTEMU U
Mpexu:
e  Cb3jaBa v NOAAbpXXa NONUTMKA 3a AOCTH;
e Onpeaensi ponu M OTTOBOPHOCTM Ha CNYXXUTENNUTE C OCTbLM L0 CUCTEMU, 06paboTBaLLM NINYHN AaHHK;
e npunara naeHTudMKaumsa n aBTeHTUKaUus;
e npunara KOHTPONM Ha CeCUsITa;
e NoAADbPXKa ONUcCaHWe Ha BbHLUHUTE BPb3KKU U Ha CAYXXMTeNuTe C OTAaneveH JOCTbr;
e OCblUeCcTBABA HAbNOAEHWE HA CUCTEMU, MPEXM M CBbP3aHOCTW 3@ EBEHTYasHU aTakun AN U3TuyaHe

Ha IMYHY JaHHW;

ocurypsiea sawymTa oT BUpYCH;

e OcCUrypsiBa KOMusi ¥ pe3epBHU KOMUsA 3a Bb3CTaHOBsIBaHE (Pe3epBUPAHOCT);
e OMUCBa HOCWUTENUTE Ha MH(OPMaLKS;
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24,

e M3roTBs M NoAAbpXXa NpoLeaypy 3a YHULLIOXXaBaHe, 3aniMyaBaHe Uin usTpuBaHe Ha HocuTenu.
JINHK npunara kpuntorpadcka 3almuta, Ypes cucteMa OT TEXHUYECKN WM OPraHU3auMOHHU MEpPKW, C Len
3alWMTa Ha JSIMYHUTE AaHHW OT HepernameHTupaH [OCTbM NpW MpeaaBaHe, pasnpocTpaHABaHe Wnn
npepocTaBsHe.

JIMHK noafbpika apxvTekTypa Ha AOKYMEeHTasiHa CUrypHOCTTa Ha MpeXuTe, ynpas/isiBaHW OT Hero B npoteca
Ha npepocTaBsHe Ha Ycnyrata. JINHK npernexpa oTAeNHO Tasn MpeXoBa apXMTeKTypa, BK/TFOUYNTETHO MepKK
3a MpepoTBpaTABaHE Ha HEOTOPU3UPaHU MPEXOBU BPbB3KU KbM CUCTEMMW, MPUSTOXKEHUS U MPEXOBMU
YCTPOMCTBa, 3a Cna3BaHe Ha CTaHAapTWUTe 3a CerMeHTMpaHe, U30AMpaHe U 3aluTa B AbN6OYMHA Mpeau
N3MbAHEHNETO.

JIMHK noppabpika MepKku, KOUTO ca npeAHasHayeHun 3a JIOrM4HO OTAesNsHe, NpefoTBpaTABaHe Ha n3naraHeTo u
HeoTopU3MpaHusa AOCTbN A0 NNYHN JaHHW Ha AAMUHUCTpaTopa.

JINHK nceBaoHMMU3Mpa NNYHWUTE faHHW Ha AAMUHUCTPaTOPa, KOUTO He ca NpeAHasHauYeHu 3a Ny6anyeH u/unm
HenpoBepeH JOCTbMN MpyW OOMEH Ha NIMYHWUTE JaHHM Ha AgMUHWUCTpaTopa npes O6LLECTBEHW MpPeXM, KaTo
usnonsea kpuntorpadcku npotokon (kato HTTPS, SFTP unu FTPS) 3a curypeH o6MeH Ha AaHHWUTE no/ypes
06LLECTBEHN MPEXM.

JIMHK we nceBgOHUMMU3MPA NIMYHUTE faHHU Ha ALMUHUCTPATOpPa, KoraTo ToBa e npeasuaeHo B [ljorosopa. AKo
Ycnyrata BktoYBa ynpasnieHne Ha kpuntorpadckm kntovose, JIMHK we noaabpa CbOTBETHM NpoLeaypu 3a
reHepupaHe, UsfaBaHe, pa3npocTpaHeHue, CbXxpaHeHune, poTaLuus, aHynpaHe, Bb3CTaHOBsIBaHe, apxmBupaHe,
YHULLIOXXaBaHe, A0CTbN M M3M03BaHe Ha TakMBa KJloYoBe.

Mpu 06paboTka Ha NMNUYHWUTE JaHHU Ha AaMuHUcTpaTopa, JIMHK orpaHuyaBa gocTbna A0 CbOTBETHOTO Hait-
HUCKO HWBO, HEOBXOAMMO 3a OCUTypsiBaHe W NOAApbXKa Ha Ycnyrute. ToaW AOCTBM, BKIOYUTENHO
aAMMUHUCTPATUBHUAT AOCTBM A0 BCUYKM OCHOBHU KOMMOHEHTY (NPUBUIETMPOBAaH LOCTHM), € UHAMBUAYANEH,
6a3vpaH Ha ponsa 1 NoAJIeXN Ha ofoBpeHNe N peOBHO BannampaHe oT oTopusmpaH/v cayxuten/v Ha JINHK,
cnepABaiku NPUHLMNUTE Ha pa3faenisaHe Ha 3a4b/DKeHUsiTa U MUHUMUK3aLUnsa Ha 06paboTBaHeTo.

JINHK nopabpxa cuctemy 3a uaeHTUdMUMPaHe M NpemaxBaHe Ha HEHY)XHW W MacuBHW aKayHTU C
NpUBWUNErMPOBaH LOCTbN U He3a6aBHO OTMEHS, KOraTo ToBa € OTHOCMMO, TO3W JOCTbMN MpKU NMpPOMsiHa Ha
ANbXHOCTTa WKW MpekpaTaABaHe Ha TPYAOBOTO MNPaBOOTHOLUEHWE, KaKTO WM MO MCKaHe Ha CbOTBETHO
ynbJIHOMOLLEHN 3a ToBa cnyxuTenu Ha JINHK, kaTo HanpyvMep cboTBETHUA NPAK PbKOBOAUTEN.

B cboTBeTCTBME CBbC CTaHAApTHUTE TbproBckn npakTukn JIMHK nopabpxa TexHU4eckute Mepku, KOUTO
HanaraT 3aTBapsiHe Ha HEaKTUBHMU CecuM, B6I0KMpaHe Ha akayHTU Cref HAKOMKO NociefoBaTeIHN HEYCMELLHM
onuTa 3a BXOf, CWHa Naposia Ui yfocToBepsiBaHe Ypes naposna U Mepku, M3UCKBaLLM CUrypeH TpaHcdep n
CbXxpaHeHuWe Ha TakmBa naposnv.

JINHK koHTponupa M3nons3BaHeTO Ha MpuBMAErvpoBaH AOCTbM M MOAABPXKA MEPKW 3a CUTYPHOCT Ha
uHdopMaumus U yrnpaBrieHWe Ha CbOWTUS, NMpefHa3HayeHu fa: a) uAeHTUbUUMpaT HepaspelleH JOCTbM U
JeNHOCT; 6) ynecHsiBaT CBOEBPEMEHHOTO W MOAXOASLIO pearvpaHe; W B) MO3BOMABAT BbTPELUHW WK
He3aBMCMMM OANTU Ha CbOTBETCTBMETO C NPUNOXKUMUTE NonnTuku Ha JINHK.

JloroBeTe, B KOWTO Ce 3anucBaT MNPUBUIETMPOBAHUAT AOCTbM M AENHOCTH, Wwe 6baaT apxuBMpaHu B
cboTBeTCTBME C ycTaHoBeHUTe oT JIMHK npaBuna 3a cbxpaHeHune n otyeTHocT. JIMHK we nogabpika Mepkuy,
npegHasHavyeHn pa npegnassBaT OT HepaspelleH A0CTbM, MoAMGUKAUMS U CAyvyalHO WAW YMULLIIEHO
YHULLIO)XXaBaHe Ha TakvBa /IoroBe.

[lokonkoTo ToBa ce MOAAbBPXa OT (PYHKUMOHANHOCTTa Ha CbOTBETHOTO YCTPOWCTBO WM OnepauMoHHa
cucTtema, JINHK nopabpka KOMMAOTBHPHM 3aMUTN Ha MHOOPMALMOHHUTE CUCTEMU, ChABPXXALLM NINYHN AaHHU
Ha AMUHUMCTPATOpa, KOUTO BKJIIOYBAT 6e3 fa ce orpaHuWyaBaT A0: 3aK/toYBaHe Ha eKpaHu Ha onpeneneHo
BpeEMe M pelleHVs 3a ynpaBfieHne Ha KpaWHW TOYKMW, KOWTO mpunaraTt KOHGWUrypauuum Ha CUrypHocTTa u
M3UCKBaHUA 3a nayBaHe (patching), 3aWMTHU cTeHu Ha KpalHuTe Touku (endpoint firewalls), kpunTupaHe Ha
LASIOTO AUCKOBO NPOCTPAHCTBO, OTKPUBAHE U OTCTPaHaBaHe Ha 3/10BpefieH cohTyep (malware). CbluuTe ce: a)
aKTyanuaupaT peoBHO OT LeHTpasiHaTa Jlokauus v 6) noreaT Ha LleHTpasHo MSCTO.

”HTeI'pMTeT Ha Ae/iHOCTUTE N KOHTPOJ1 Ha goCcTbna

25.

JINHK e gnbXeH aa:

. nposexja TecToBe 3a NPOHWKBaHE U YA3BUMMOCT, BK/IIOYMTENTHO aBTOMAaTU3NPaHO CKaHupaHe Ha
CUrYpPHOCTTa Ha CUCTEMUTE U MPUNOXEHUATA U PbYHO ETUYHO XaKepCTBO Npeau MbpBOHavanHuTe
[OCTaBKU N eXXerofgHo cnep ToBea;

. u3nckBa oT KBanuduumnpaHa He3aBMCMMa TpeTa CTpaHa fia NpPoBeXAa TECTOBE 3a NPOHWKBAHE MoHe
BEAHDBX rOAULLHO;

. M3BbpLUBA aBTOMATU3NPaAHO yrpaBneHne u pyTMHHa NpoBepkKa Ha CbOTBETCTBMETO Ha OCHOBHUTE
KOMMOHEHTU C U3MCKBaHUATA 3a KOHPUrypauumsa Ha 3awmTaTa;

. Bb3CTaHOBABA WAEHTUOULMPAHUTE YA3BMMOCTM WM HECbOTBETCTBME C W3UCKBaHUATA 3a
KOH(dUrypMpaHe Ha CUrypHOCTTa Bb3 OCHOBAa Ha CBbpP3aHMsi C TAX PUCK, eKCrnyoaTauvoHHa
cnoco6HocT v BbaaeincTeme. JIMHK we npegnpvema pasyMHU CTBIKK, 3a ia n36erHe NnpekbCcBaHe Ha
YcnyruTe, Korato n3BbplUBa CBOUTE TECTOBE, OLEHKM, CKAHMPaAHWUA U U3BbPLUBAHE Ha AEeNHOCTU Mo
caHupaHe.

. apxuBupa (back up) cucteMu, CbAbPXKALLM JIMYHM [laHHU Ha ALLMUHUCTPATOpa;

. rapaHTupa, 4Ye TMoHe efHO MsACTO 3a apxuBupaHe (back up) e Ha nokauus, oTAeneHa oT
NPOU3BOACTBEHUTE CUCTEMMY;

. NnoTBbpXXAaBa MHTErpuTeTa Ha apxvBupaHuUTe AaHHW Ypes perynsipHoO U3BbpLUBaHe Ha TecToBe 3a
Bb3CTaHOBABAHE Ha AaHHW;
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26. JINHK nopabpka npoueaypw, npegHasHayeHn fa ynpasnsBaT PUCKOBETE, CBbP3aHW C MpuiaraHeTo Ha
npoMeHuWTe B AeHocTTa My. lNpean Aa 6baaT BHeApeHW, NMPOMEHWUTE B AafeHa ycnyra, KosiTo e yacT oT
Ycnyrute, BKIKOYMTENIHO HEMHUTE CUCTEMM, MPEXM U OCHOBHM KOMMOHEHTH, We 6bJaT AOKYMEHTUPaHU B
3asiBKa 3a NPOMSsIHA, KOSITO e BKJIFOYBA OMMCaHWe U MpuYMHa 3a NpoMsiHaTa, MOAPO6HOCTM U rpaduk 3a
U3MbJIHEHMETO, OL|EHKA Ha pyCKa U Bb3JEeWCTBMETO BbPXY YCyraTta, OMakBaH pesynTaT, njaH 3a BpbluaHe
Ha3ag, 1 LOKYMEHTUPaHO 0f06peHmne OT Yb/IHOMOLLEH/ U cnyxuTen/un Ha JIMHK.

Security Appendix (English version):

Description of the technical and organisational security measures:
IT policies and security practices

1. The Processor maintains and observes IT policies and security practices, which are obligatory for the Processor’s
employees.

2. The Processor reviews its policies for IT security at least once per year, as well as amends and/or supplements
these policies when it deems necessary in order to maintain personal data protection.

Security compliance by the employees
3. The Processor applies a system of organizational measures towards the individuals who process personal data.
The Processor's personnel is obliged to:
. be familiar with the Data Protection Legislation;
e be familiar with the Processor’s privacy policy relevant to the Service and the guidelines for its
application;
e comply with the confidentiality and protection of personal data.

4. The Processor applies measures for personal data protection which guarantee the access to such data only for
persons whose professional obligations or a concretely assigned task for implementation of the Service require
such access in compliance with the principle "Necessary to know’.

Physical protection concerning access control

5. The Processor maintains appropriate control over the physical access through a system of technical and
organizational measures for prevention of unauthorized access to buildings, premises and equipment where the
Controller's personal data are processed. This physical security is applied to controlled data centers and
controlled zones and premises where the Controller’s personal data are stored or processed in another way.

6. The Processor observes the following minimum organizational measures for physical protection:

e designates zones with controlled access for storage and other forms of processing of personal data;

e designates zones with controlled access where the elements of the communication-information
systems for personal data processing are located;

e maintains systems and policies for organization of the physical access, including to outside persons;

e  provides technical equipment for physical protection;

e  provides a team for reaction in the event of personal data breach.

7. The access to the data centers and the controlled zones in the data centers, where Controller’s personal data are
present, is limited in accordance with the position of the respective employee of the Processor.

8.  Any person who enters the data centers or the controlled zones in the data centers, should register upon entrance
in the premises, by identifying themselves and should be accompanied by an authorized employee/s of the
Processor. Any access authorization should be planned in advance and should require approval by an authorized
employee of the Processor.

9. The Processor takes precautionary measures for protection of the physical infrastructure of the data centers
from threats, whether there are natural or a result of a human intervention.

Document protection

10. The Processor applies appropriate documentary protection as a system of organizational measures during
processing of personal data in paper form.

11. The Processor observes the following minimum measures of documentary protection:

e  establishes and maintains access policy;

e regulates the access to the registries;

e establishes and maintains procedures for destroying of personal data.
IT systems and security of the network

12. The Processor applies protection of the automated information systems and networks through a system of
technical and organizational measures for protection from unauthorized access and procession of personal data.

13. The Processor observes the following minimum measures for protection of the automated information systems
and networks:

e establishes and maintains access policy;

e designates roles and responsibilities of the employees having access to systems processing personal
data;

e  applies identification and authentication;
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24.

e applies session controls;
e  maintains description of the external connections and of the employees having remote access;
performs supervision of systems, networks and connections in view of eventual attacks or personal
data leakage;
. provides protection against viruses;
e  provides copies and back-up copies for restoration (back-up);
e  describes the information mediums;

e  prepares and maintains procedures for destruction, deletion or erasure of information mediums.
The Processor applies cryptographic protection through a system of technical and organizational measures in
view of personal data protection from unauthorized access upon transmission, spreading or provision.
The Processor maintains the architecture of documentary security of networks run by it during provision of the
Service. The Processor reviews separately this network architecture, including measures for prevention of
unauthorized network connections to systems, applications and network devices, in view of compliance with the
standards for segmenting, isolating and protection in depth prior to implementation.
The Processor maintains measures which are aimed at logical separation, prevention of exposure and
unauthorized access to personal data of the Controller.
The Processor pseudonymises the personal data of the Controller which is not designated for public and/or
unverified access during exchange of personal data of the Controller through public networks by using
cryptographic protocol (such as HTTPS, SFTP or FTPS) in view of secure exchange of the data on/via the public
networks.
The Processor pseudonymises the personal data of the Controller when this is stipulated in the Agreement. If the
Service entails management of cryptographic keys, the Processor will maintain the respective procedures for
generating, issuance, spreading, storage, rotation, annulment, restoration, back-up, destruction, access and use
of such keys.
Upon processing of the personal data of the Controller, the Processor limits the access to the respective lowest
level necessary for provision and maintenance of the Services. This access, including the administrative access
to all main components (privileged access), is individual, based on a role and is subject to approval and regular
validation by an authorized employee/s of the Processor, by observing the principles of separation of the
obligations and minimization of processing.
The Processor maintains systems for identification and removal of unnecessary and passive accounts with
privileged access and immediately removes, when this is relevant, this access upon change in the position or
termination of the employment, as well as at the demand of authorized employees of the Processor, for instance
the respective direct manager.
In accordance with the standard commercial practices the Processor maintains the technical measures which
demand closure of inactive sessions, blocking of accounts following several consecutive unsuccessful entrance
attempts, strong password or certification through a password and measures requiring secure transfer and
storage of such passwords.
The Processor controls the use of privileged access and maintains measures for security of information and
event management aimed at: a) identifying unauthorized access and activity; b) facilitating timely and appropriate
reaction; c) allowing internal or independent audits for compliance with the applicable policies of the Processor.
The logs, in which the privileged access and activities are recorded, will be backed up in compliance with the rules
for storage and accountability established by the Processor. The Processor will maintain measures aimed at
protection from unauthorized access, modification and casual or intentional destruction of such logs.
To the extent that this is maintained by the functionality of the respective device or operational system, the
Processor maintains computer security of the informational systems containing personal data of the Controller
which include, without limitation to: locking of screens at certain intervals and solutions for management of
endpoints which apply configurations of the security and requirements for patching, protection walls of the
endpoints (endpoint firewalls), encrypting of the entire disc space, identification and removal of malicious
software (malware). These are a) regularly updated by the central location and b) are logged at the central point.

Integrity of the activities and access control

25.

The Processor is obliged to:

e hold tests for penetration and vulnerability, including automated scanning of the security of the
systems and the applications and manual ethical hacking prior to the initial supplies and annually
following this;

e  require from a qualified third party to hold tests for penetration at least once per year;

e make automated management and routinely check-ups for compliance of the main components with
the requirements of the configuration of the protection;

e restore the identified vulnerabilities or incompliance with the requirements for configuration of the
security based on the risk associated therewith, exploitation capacity and impact. The Processor takes
reasonable steps in order to avoid interruption of the Services when holding its tests, assessments,
scans and maintenance activities.

e back up systems, containing personal data of the Controller;

e guarantee that at least one point of back up is in a location separated from the production systems;

e confirm the integrity of the backed-up data through regular holding of tests for restoration of data.

26. The Processor maintains procedures aimed at management of the risks associated with implementation of the

changers in its activity. Prior to their integration, the changes in a certain service which is part of the Services,
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including its systems, networks and main components, will be documented in a request for change, which will
include description and a reason for the change, details and schedule for implementation, risk assessment and
impact over the service, expected result, plan for reversal and documented approval by an authorized employee/s
of the Processor.
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